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Mo hinh 3 Tuyén kiém soat (1A 2020)

4 Tang IT Control + Risk Management

4 Tang Kiém soat chi tiét (COSO, COBIT, ISO, NIST)

Al Governance Frameworks (ISO 42001, NIST Al RMF)
Tang 4: Kiém soat Ky thuat (5 Frameworks)

Kiém soat vs Tdéc do — Can bang cho Quan tri

Key Takeaways + Q&A






M6 hinh 3 Tuyén (IIA 2020) — Téng quan

GOVERNING BODY

Accountability to stakeholders for organizational oversight

Governing body roles: integrity, leadership, and transparency
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MANAGEMENT INTERNAL AUDIT

Actions (including managing risk) to

. Ry A Independent assurance
achieve organizational objectives

3
m
P
Z
>
F
7
7]
:
z
0O
m
o
S
s
=)
2
o

First line roles: Second line roles: Third line roles:
Provision of Expertise, support, Independent and
products/services monitoring and objective assurance

to clients; challenge on and advice on all
managing risk risk-related matters matters related to
the achievement

of objectives

KEY: tr\AccountabiIity, reporting \l, Delegation, direction, H Alignment, communication
resources, oversight coordination, collaboration



M6 hinh 3 Tuyén (IIA 2020) — Téng quan

GOVERNING BODY — HPQT / Uy ban Kiém toan / Ban Kiém soéat

Phé duyét Strategy, Risk Appetite | Nhan Assurance Opinion | Gidm sat rui ro

siocio’ t t t

TUYEN 1 TUYEN 2 TUYEN 3

First Line Second Line Third Line

OWN CHALLENGE ASSURE
Chu sé hiru rdiro Giam sat & Thach thic Dam bao doc lap
Trién khai & duy tri controls Xay dung Policy, Standards Ki€ém toan & Assurance Opinion

Nguyén tac: Phoi hop (Coordination) — khéng phai Phong thu (Defense)



Governing Body: HPQT / Uy ban Kiém todn / Ban Kiém soét

‘ Vai tro chinh ‘ Uy ban Kiém toan / Ban Kiém soéat

Phé duyét IT Strategy & Digital Transformation Phé duyét ké hoach ki€ém toan noi bd
Phé duyét IT Risk Appetite, Al Policy Nhan bdo cdo truc tiép tir KTNB
Gidm sat rdi ro CNTT/ATTT qua béo cdo Ra soat findings nghiém trong

Quyét dinh go/no-go cho high-risk IT projects Danh gia hiéu qua 3 Tuyén

Governing Body trong thuc té IT

Khong can hiéu k§ thuat — nhung can hiéu RUI RO. HPQT khéng can biét firewall rule, nhung can biét
t6 chirc cé bao nhiéu su ¢é an ninh, risk appetite co bi vuot, Al ¢6 tuan thu luét.

IT phai bdo cdo bang ngdn ngir kinh doanh — khong phai thuat ngir kj thuat. Thay vi 'patch compliance 92%),
noi '8% hé théng co 16 hong chua v4, rdi ro bi tan cong tuong duong X ty déng thiét hai'.



Tuyén 1 — First Line: Phong ban nao? Lam gi?

Phong ban: IT/Digital, DevOps/MLOps, Data Science, Business Units, HR, Facilities

IT Operations

IT Security /SOC

IT Development

Data Science / Al

HR

Business Units

Van hanh hé théng 24/7, backup & restore, monitoring, patch management, job scheduling

Trién khai firewall, EDR, SIEM, phat hién su cd, irng pho ban d4u, vulnerability scanning

Phét trién phan mém theo Secure SDLC, code review, testing, trién khai production

Phat trién model Al, monitoring performance & drift, dam bao data quality, tai liéu héa model

Background check, dao tao nhan thirc bao mat, thu héi quyén khi nhan vién nghi viéc

Data owner, phé duyét quyén truy cap, bao cdo su cg, tham gia risk assessment

Nguyén tac: OWN the risk — chiju tréch nhiém tryc tiép vé rui ro va kiém soat trong pham vi cua minh



Tuyén 2 — Second Line: Phong ban nao? Lam gi?
Phong ban: CISO/ATTT, Risk Management, Compliance, Legal, DPO, Model Validation

Xay dung Security Policy & Standards, thiét ké kién tric bao mat, thach thirc IT vé security

CISO/ATTT

posture
Risk Management Duy tri IT Risk Register, giam sat Risk Appetite, theo doi KRI, bdo céo rui ro cho Board
Compliance Giam sat tuan tha quy dinh: TT 09/NHNN, ND 13/2023, Luat ANMM

Bdo vé dir liéu ca nhan: DPIA, quan ly déng y, quyén chd thé dir liéu, chuyén dir liéu xuyén

DPO (Data Protection) bién gici

Tham dinh DOC LAP mé hinh Al/Credit Scoring — kiém tra bias, accuracy, fairness,

Model Validation stability

Nguyén tdc: THACH THUC Tuyén 1 — khéng chi nhan bdo cdo ma phai challenge va dat cdu hdi



Tuyén 3 — Third Line: Kiém toan Noi bo

‘ Vai tro ‘ Pac diém then chot

Kiém toan DOC LAP: ITGC, ISMS, cybersecurity KHONG tham gia trién khai hay van hanh
Panh gia hiéu qua CA Tuyén 1 VA Tuyén 2 Bao cdo TRUC TIEP cho Uy ban Kiém toan
Annual IT Assurance Opinion cho HDQT Danh gia ca Tuyén 2 (CISO, Risk)
Thematic: Al governance, cloud, ransomware Két hop assurance (combined assurance)
Follow-up findings, escalation khi cham tré Risk-based: tap trung vao rdi ro cao nhat

1) KTNB la Partner — cung hudng dén muc tiéu chung

Chung muc tiéu — bao vé 16 churc khdi rui ro, nang cao hiéu qua. KTNB khong phai 'police’.

Hi€u KTNB danh gid gi gilp IT team chuan bj tot hon, tu phét hién van dé sém.

Combined assurance = IT tu kiém tra (Line 1) + CISO ra soét (Line 2) + KTNB confirm (Line 3) — tiét kiém effort, tranh trung
lap.

Phoi hgp sém véi KTNB trong major projects — tranh surprise, giam rework.



Vi du thuc té: 3 Tuyén cho Vulnerability Management

Tuyén 1 —IT Security

Trién khai vulnerability scanner (Nessus/Qualys), chay scan hang tuan
Quan ly patch lifecycle: identify — test — deploy — verify

Duy tri SLA: Critical 48h, High 7d, Medium 30d

Khi khéng thé patch: document exception + compensating controls

Tuyén 2 — CISO / Risk

Thiét 1ap Vulnerability Policy va Patch SLA standards

Ra sodt két qua scan: coverage da? gaps nao? trends?

Giam sat patch compliance rate — escalate khi dudi threshold
Bdo cdo vulnerability posture cho Risk Committee

Tuyén 3 —KTNB

Danh gia: VM process c6 hoat dong ding thiét k&?

Ki€m tra: SLA c6 dugc tuan thu? Exception co justified?

B&o cdo findings & recommendations cho Uy ban Kiém toén
Follow-up: remediation didng han?



Vi du thuc té: 3 Tuyén cho Al / Model Risk

Tuyén 1 — Data Science / IT

Phat trién Al model (credit scoring, fraud detection, chatbot)
Monitoring: accuracy, drift, degradation qua thoi gian

D{r liéu training: quality, bias check, representativeness
Model documentation: muc dich, limitations, data sources

Tuyén 2 — Model Validation / Risk

Tham dinh DOC LAP: test bias, fairness, accuracy vs benchmark
Ra soat model documentation: day du? giai thich dugc?

Giam sat model governance: Al Impact Assessment done?
Challenge: human oversight dd chua? Audit trail c6?

Tuyén 3 —KTNB

Kiém toan Al Governance process (khong phai model)
Danh gia: Al inventory day du? Model Validation doc lap?
Kiém tra: compliance vdi Al frameworks, timeline

B&o cdo Al risk posture cho Uy ban Kiém toén
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4 Tang IT Control Framework

Enterprise Governance — IT Governance — InfoSec — Technical Controls



Kién tric 4 Tang Kiém soat CNTT

Tang 1: Quan tri DN
COSO ICIF/ERM - ISO 31000

Al
Tang 2: Quan tri CNTT Governance

COBIT 2019 (40 Objectives) Xuyén suét

4tang
Tang 3: Quan ly ATTT

ISO 27001:2022 - NIST CSF 2.0

Tang 4: Kiém soat Ky thuat

CIS - SP 800-53 - OWASP - PCIDSS + CSA CCM

Tang trén DEFINE — T4ang dudi IMPLEMENT. Méi ting BO SUNG chi tiét, khéng thay thé.
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Risk Management — Hiéu vé Quan ly Rui ro

Risk Management la quy trinh nhan dién, danh gid, x(r ly va gidm séat céc su kién cé thé anh hudng dén muc tiéu to
chirc. Trong CNTT: cyber attack, data breach, system outage, vendor failure, Al bias.

2. Nhén dién 3. Phan tich 4 Danh gis 5. Xirly
3 3 3 3 3

Pham vi, muc tiéu,
tiéu chi rdi ro

Liét ké: cyber, data,
vendor, Al, ops

Risk Matrix (Heat Map)

| e | s oo [EERESEE
- Cao Nghiém I Risk Tolerance
trong
- Thép 6 Cao Inherent Risk
! I Residual Risk
Thap Thap B

Likelihood x Impact
(thang 1-5 x 1-5)

Khai niém then chot

Mirc rdi ro t8 chire SAN SANG chap
nhan — HBQT phé duyét

Bién do chap nhan XUNG QUANH risk
appetite

Rui ro TRUGC KHI ap dung controls

RUi ro SAU KHI controls hoat dong —
phai = tolerance

Key Risk Indicator — chi sd canh béo
sém, monitor lién tuc

So vs Risk Appetite
— uu tién hoa

KRI, review,
cap nhat lién tuc

Accept / Avoid /
Reduce / Transfer

Risk
appetite

The amount and type of risk that an
organisation is willing to pursue or retain.

The acceptable degree of variability, or
deviation from the expected level of risk that
an organisation is prepared to withstand,
in order to achieve its objectives.

- Thellu)dmumleve!ofnsktowhldl ~

Appetite
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Tang 1 — COSO ICIF 2013: The COSO Cube

5 Components x 3 Objectives x Entity Structure = KSNB 3 chiéu

Y nghia 3 chiéu ctia COSO Cube
Chiéu 1: Objectives (3)

Mbi control phuc vu it nhat 1 trong:
Operations, Reporting, hoac Compliance

Control Environment

5 Components hoat déng TiCH HOP:
Moi truong KS — RUi ro — Hoat dong KS

— Thoéng tin — Giam sat (17 Principles)

oring ACt Entity Level, Division,
Operating Unit, Function

Chiéu 3: Entity Structure

i
=

COSO = NEN TANG. COBIT (Tang 2) ndm trong COSO. ISO 27001 (Tang 3) reference COSO cho risk. Moi framework déu can governance
foundation.



Tang 2 — COBIT 2019: Quan tri CNTT

CAu noi gilra Business Governance (COSO) va IT Operations (ISO 27001/NIST)

5 Objectives 14 Objectives 11 Objectives 6 Objectives 4 Objectives
Evaluate, Direct, Align, Plan, Build, Acquire, Deliver, Service, Monitor, Evaluate,
Monitor Organize Implement Support Assess
HDQT/IT Committee Chién luog, risk, SDLC, change, Ops, incident, Performance,
chi dao, giam sat vendor, security, HR project, config BCP, security svc compliance, audit

P&c diém nai bat cia COBIT 2019:

Governance vs Management: EDM = HPQT chi dao; APO/BAI/DSS/MEA = Ban DH thuc hién
Tach biét ro: ai quyét dinh (governance) va ai van hanh (management) — tranh conflict of interest
IT cho Business: 40 objectives déu hudng téi tao gia tri cho kinh doanh, khéng phai IT-for-IT
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Tang 3 — ISO/IEC 27001:2022: ISMS

Certifiable « 93 Controls Annex A * 4 Themes -

Organizational
37 controls

Policies, roles, SoD, threat
intel (NEW),

asset inventory, access
control,

vendor, cloud (NEW),
incident,

BCM, ICT readiness (NEW),
privacy

Dac diém ndi bat:

Certifiable: Chirng nhéan ISO 27001 duoc khach hang, dai tac, va co quan quan ly cong nhan toan cau

People
8 controls

Screening, employment
terms,

awareness training,
disciplinary,

remote working, event
reporting

11 Controls MOl 2022

Physical
14 controls

Perimeters, entry,
monitoring (NEW),
environmental, secure
disposal,

clear desk, equipment,
cabling

PDCA Cycle: Plan — Do — Check — Act — cai tién lién tuc, khong phai 'set and forget'

2022 Update: 11 controls mdi phan anh cloud, DLP, monitoring, secure coding — IT hién dai phai update

Technological
34 controls

Endpoints, privileged
access, MFA,

vuln mgmt, logging,
monitoring (NEW),
secure SDLC, DLP (NEW),
masking (NEW),
encryption, network, web
filter (NEW)



Tang 3 — NIST CSF 2.0: 6 Functions

Risk-based * Flexible + 6 Functions (MJl: Govern) « 22 Categories « 106 Subcategories

A N N T

Govern Identify Protect Detect Respond Recover
Strategy, policy, Assets, risk IAM, data security, Continuous IR management, Recovery planning,
roles, oversight, assessment, platform, training, monitoring, adverse analysis, mitigation, execution,
supply chain RM improvement infra resilience event analysis communication communication

Dac diém ndi bat:

Govern (MO1): CSF 2.0 thém Govern function — nhan manh cybersecurity 1a trach nhiém HDQT, khéng chi IT

Not prescriptive: CSF noi 'can gi' (WHAT), khong néi 'lam thé nao' (HOW) — linh hoat cho moi t8 chirc

Supply Chain RM: GV.SC cé 10 subcategories riéng cho vendor/supply chain — phan énh xu hudéng third-party risk

B& sung IS0 27001: I1SO 27001 = certifiable ISMS. NIST CSF = risk-based overlay. Hai framework diing song song hiéu qua nhat

18






Bure tranh toan canh Al Governance Frameworks

ISO/IEC 42001:2023 Al Management System — tuong tu ISO 27001 cho Al

NIST AIRMF 1.0 NIST (MY) 4 Functions: Govern — Map — Measure — Manage Khong
EU Al Act EU 4 mrc rdi ro, quy dinh phap ly bat budc trong EU Béat budc
OECD Al Principles OECD 545 nguyén tac Al c6 trach nhiém — tham chiéu toan cadu  Khéng
ISO/IEC 23894:2023 ISO Hudng dan QLRR cho Al — m& réng 1SO 31000 Khéng

Trend quan trong cho IT Expert:

Al governance KHONG tach biét IT governance — né TiCH HOP vao 4 tang hién cé

ISO 42001 +1S0 27001 = shared controls (risk assessment, monitoring, incident) — trién khai cung lic hiéu qua
Xu hudéng toan cau: cac quoc gia (EU, My, VN, Sing, Nhat) déu dang xay dung khung phap Iy cho Al

Néu team ban phat trién hodc sir dung Al — Al governance framework la BAT BUOC, khong phai 'nice to have'



ISO/IEC 42001:2023 — Al Management System (AIMS)

‘ Dac diém ‘ Domains chinh (9)

Al Policy & nguyén tac dao duc

Al Risk Assessment: bias, fairness, safety

Al Impact Assessment: tdc dong ca nhan/XH

Data for Al: quality, representativeness

Al Lifecycle: design — develop — deploy — monitor
Human oversight: human-in-the-loop

Hé théng quan ly Al (AIMS) — certifiable
10 Clauses, 38 controls, 9 domains

Tich hop vai ISO 27001 (shared structure)
Ap dung cho ca Al provider VA Al user
PDCA cycle: Plan — Do — Check — Act

‘ Ap dung vao 4 Tang IT Control

Tang 1 (COSO): Al Risk Appetite, Al Ethics Committee — governance decisions anh hudng céch phat trién Al

Tang 2 (COBIT): Innovation governance (PoC trudc production), Al trong IT Risk Register, Training data trong Data Management
Tang 3 (ISO 27001): AIMS + ISMS shared controls — néu da c6 1SO 27001, trién khai 42001 nhanh hon 50%

Tang 4 (Technical): Model validation, bias testing, adversarial attacks, explainability mechanism, decision audit trail
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NIST Al RMF 1.0 — 4 Functions quan ly rudi ro Al

GOVERN MAP MEASURE MANAGE
Chién lugc Al, culture, Boi canh sir dung Al Do ludng bias, fairness, X ly risks da nhan dién
accountability Intended purpose & accuracy Model monitoring & drift
Al risk management policy boundaries Performance metrics detection
Roles & responsibilities Stakeholder analysis Data quality assessment Incident response cho Al
Legal/regulatory compliance Risk factor identification Reliability & robustness failures
testing Continuous improvement

NIST Al RMF vs ISO 42001: Al RMF = risk framework (voluntary, flexible). ISO 42001 = management system (certifiable, structured). Dung
song song: Al RMF cho risk methodology, ISO 42001 cho management system.

Cho IT Expert: Al RMF gitp team hiéu 'do luong rui ro Al thé nao'. Map function gitp document Al use cases. Measure function la checklist
cho bias/fairness testing.
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Tang 4 — 5 Frameworks Ky thuat

Bién chién luoc (Tang 1-3) thanh hanh dong ky thuat cu thé

CIS Controls v8.1

18 Controls, 153 Safeguards
3 Implementation Groups
Prescriptive — noi chinh xac
PHAI LAM GI

Dua trén MITRE ATT&CK
attack data

Mién phi, bat dau I1G1 (56
safeguards)

20 Families, ~1.000 Controls
Catalog goc toan dién nhat
NIST CSF la ban tém tat bac
cao

Federal standard, ap dung toan
cau

Chi tiét: Access, Config,
Incident, Integrity

NIST SP 800- 53 OWASP

Top 10 + ASVS + SAMM
Chuyén biét bao mat (rng dung
Top 10: 10 rai ro web phé bién
nhat

ASVS: 3 levels verification cho
apps

SAMM: Maturity model cho
AppSec

PCI DSS v4.0

12 Requirements bao vé thé
Bat budc cho t6 chire xtr ly thé
Certifiable (QSA audit)

v4.0: MFA bat buéc CDE, pw
>12 chars

ASV quarterly + pen test
annual

CSA CCM v4

17 Domains, 197+ Controls
Cloud security chuyén biét
Certifiable (STAR Level 2)
Shared responsibility model
CAIQ cho vendor assessment

Chon framework phu hop: CIS IGT (moi TC) — thém OWASP (néu dev apps) — thém PCI DSS (néu xtr ly thé) — thém CSA CCM (néu cloud) — SP
800-53 (néu can chi tiét toan dién)
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Khi nao tang kiém soat? Khi nao uu tién toc d?

Cau hdi ding: "kiém soat BAO NHIEU cho RUI RO NAO?" — khéng phai "kiém soat hay toc d6?"

TANG KIEM SOAT UUTIENTOC DO

RUi ro ndi tai Chién lugc

Pll/thé/tai chinh - Core systems - Al rdiro cao - Public-facing Startup/early stage - Canh tranh gay gat - Digital Transformation -
Sandbox, PoC

Yéu t6 bén ngoai B&i canh

Quy dinh m&i (TT 09, ND 13, Al laws) * Sau sy cd * Audit findings * Hé thdng noi bo, rdi ro thap + Non-Pll data - Test/dev tach biét « User

M&A, IPO nho, rollback dé

Yé&u 16 ndi bd Thuc té

Tang truéng nhanh — chuan héa + Mé réng qudc t& — da quy dinh Control q\u‘a chat —» shadow IT * Innovation bi kim ham < Time-to-
market dai hon nganh

Ma trén quyét dinh: High Balanced Control-First
Standard controls Strict, multiple layers
Criticality
Speed- First Controlled Speed

Low Risk High
26



5 Nguyén tac can bang — Dan nguon Framework
Ngu6én: ISO 31000:2018 + COBIT 2019 (ISACA) + IIA Three Lines Model 2020 + EU Al Act

Khong kiém soat déng déu moi hé théng. Phan tang theo criticality va rai ro —

1. Risk-Based Differentiation P . b
moi tier mire kiém soat khac nhau

Benefits + Risk + Resources phai can bang. Chi phi kiém soat khéng vuot gia

2. Proportionality tri tai 53n bao vé

Kiém soat ton tai d& HO TRO kinh doanh. Control khong giam rti ro dang ké —

3. Business Enablement L
loai bo

Risk Appetite do HDQT phé duyét — khéng phai CIO/CISO tu quyét.

4. Board- Level Decision
Governance # Management

Can bang khong phai quyét dinh 1 [an. Review annual + recalibrate khi c6 thay
dailén

ISO 31000 §5.4 +
EU Al Act

COBIT 2019 P1
(Value Creation)

COBIT 2019 P2
(Holistic Approach)

COBIT P5
+11A 2020

thiét |ap Risk Appetite — dién giai thanh controls — xac nhan can bang dung véi Risk Appetite




Key Takeaways
3 Tuyén = Accountability rd rang
Line 1 OWN risk — Line 2 CHALLENGE — Line 3 ASSURE. Hiéu vai tro d& phdi hop hiéu qua.

4 Tang bd sung nhau
Governance — IT Mgmt — ATTT — K§ thuat. Khong thé c6 1ISO 27001 ma bo qua COSO.

Al Governance xuyén suot
ISO 42001 + NIST Al RMF tich hop vao 4 tang hién cé. Khong tach roi IT governance.

Can bang qua Risk Appetite

Kiém soat BAO NHIEU cho RUI RO NAO. HDQT quyét dinh, IT trién khai, KTNB x&c nhan.

Bat dau véi CIS IG1
56 safeguards = minimum viable security. Mién phi, prescriptive, bat dau ngay hém nay.
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Q&A

Thao luan va Chia sé kinh nghiém

Digital Leaders Community | Viét Pham - SS08 DLC
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