Chién luoc
& Muc tiéu

Quan tri

To6 chirc &
Rui ro
CNTT Pao durc

Chinh sach |
& Tiéu chuan

Co cau &
Vai tro

Xé%f_ dung nén tang cho
su lien ket chién luoc
va tao ra gia tri

Quy trinh

Quan tri (Governance) la hé thong

& Tai san danh gia, chi dao va giam sat dé tao

ra gia tri cho cac bén lién quan. gy
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Ngubn: CRISC® Official Review Manual, 8th Edition - Chapter 1, Part A
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Muc dich cua Quan tri: Bon cau hoi cot 1oi

Quan tri (Governance)

» Danh gia (Evaluate) * Dinh hudng (Direct)
» Giam sat (Monitor)

Quan ly (Management)

Lap ké hoach (Plan) * Xay dung (Build)
» Van hanh (Run) * Theo d6i (Monitor)

The Four Are's

Are we doing the
right things?
(Ching ta c6 dang lam dung viéc
khong?) - Lién két chién lugc.

Are we doing them
the right way?

(Chung ta c6 lam dang céach
khong?) - Kién tric va tuan thu.

Are we getting them

done well?
(Chidng ta c6 hoan thanh tot
khong?) - Hiéu suat hoat dong.
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Are we seeing

expected benefits?
(Ching ta co dat dugc lgi ich ky
vong khong?) - Gia tri mang lai.
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Thiét 1ap Pinh huéng: Cac m6 hinh Chién lugc Doanh nghiép

Chién lugc xéc dinh khau vi rti ro. Rai ro CNTT phai ho trg truc tiép cho ma hinh chién lugc da chon.

Tang truong/
Thau tom

Tap trung vao tang
truang doanh thu.
Khau vi rdi ro cao dé
nam bat co hdi.

Doi méi/
Khac biéet hoa

Cung cap san pham
khac biét.
Chap nhan rui ro thu

nghiém cong nghé mai.

Dan dau ve
chi phi

Giam thiéu chi phi
ngan han.
Uu tién hiéu qua van

va kiém soat chi tiéu.

Dich vu khach
hang/Su 6n dinh

(@)

=’

SN/

Tap trung vao su on
dinh.
Ul tién rui ro uy tin va
chat lurong dich vu.

& NotebookLM



Boi canh: Rui ro CNTT chinh 1a Rui ro Kinh doanh

Rui ro Doanh nghiép
(Enterprise Risk)

Ban chat kép cua Rui ro

Rui ro la anh hudng cla su khong chac chan lén
muc tiéu. N6 bao gém ca maoi de doa (tiéu curc)
va co hdi bi bé 16 (tich cuc).

RUi ro
Thi truong

RUi ro
Chién lugc

Rui ro RuUi ro
Tin dl’mg Tuan thu Rui ro ho tro gia tri Rui ro chuyén giao Rui ro van hanh
(Benefit Enablement)| | (Program Delivery) (Service Delivery)
Du an khong tao ra Vuot ngan sach, Hé thong nglimng hoat
gia tri ky vong. cham tién do. dong, 16i dich vu.

&1 NotebookLM



To chic dé Thanh cong: Cau truc & Trach nhiém (RACI) l

Sle
Ty ..-l"i"\-.

e
-"."-h.

|—:'t - = |":rt = = E_] - - = .
Vai tro Pinh nghia .| | Al thuong nam gia? |
- | = = - X
R - Responsible Céa nhan truc tiép lam viéc dé L xh
(Nguoi thue hién) hoan thanh nhiém vu. SAuyen glatu ra i nvien
X X
A - Accountable Nguoi duy nhat chiu trach . i 5 g
(Ngui chiu trach nhiém nhiém cudi cing va phé duyét. ﬁ%ﬁhrgff;ﬂp cao / Chu so
giai trinh) Khong thé chuyén giao.

Cung cap thong tin dau vao, y
kién chuyén mon (Giao tiép hai | Chuyén gia phaply/HR/IT
chiéu).

C - Consulted

(Nguoi tham van)

oy
=

Can dugc cap nhat ve tién do
hoac két qua (Giao tiép mot Cac bén lién quan khac
chiéu).

I - Informed

(Ngudi duge thong béo)

< > > >

Nguyén tac vang: Chi nén c6 MOT ngudi chiu trach nhiém giai trinh (A) cho méi nhiém vu.




V

Cac vai tro then chot trong Quan ly Rui ro

Chu so hiru rui ro
(Risk Owner)

- C6 tham quyén ra quyét dinh.

- Chju trach nhiém giai trinh

(Accountability).

- “S& hiru” ton that néu ruiro
xay ra.

- Thuong la quan ly cdp cao

don vi kinh doanh.

",

r

Chu sd hiru kiem soat
(Control Owner)

- Chiju trach nhiém thiét ké va
trien khai kiém soat.

- Pam bao kiém soat van hanh
hiéu qua.

- Bao tri va giam sat hoat dong
kiém soat.

»

#

Chuyeén gia rui ro
(Risk Practitioner)

- Cung cap dir liéu va phan tich.
- Tu van va ho trg ra quyét
dinh.

- KHONG ra quyét dinh thay
cho doanh nghiép.

£ NotebookLM



Yéu to con nguoi: Van héa Rui ro & Pao dtc

Van hoa tieu cuc Van héa tich cuc
(Blame Culture) (Risk-Aware Culture)
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- Do 16i khi co6 su co - Giao tiép coi mo, khong so tra dia
- Che giau thong tin (“Don't Care”) - Rui ro dugc tich hop vao quyét dinh
- Tuan thu hinh thire (“Compliance-driven”) - Giai quyet nguyén nhan goc re

Dao dac nghé nghiép (ISACA Code of Ethics)
Khéch quan, can trong (due diligence), va luon phuc vu Igi ich cia cac bén lién quan.

| | £ NotebookLM
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Thiét 1ap Quy tac: Chinh sach & Tiéu chuan

|

Chinh sach
(Policies)

(Procedures)

&

' Cép cao nhét. Thé hién y chi lanh dao. ||
Xac dinh "Cai gi" (What) va "Tai sao" (Why).
Vi du: Chinh sach An toan thong tin. ﬂﬁfnﬂ

B4t budc. |
Dya trén khung ISO/NIST. 555
Pam bao tinh nhat quan trén toan .-

doanh nghiép. R

@@

O j__--:
i

o

or

o

' Chi tiét tung budc (Step-by-step). ||
Xac dinh "Lam thé nao" (How),

5%

>

=
r'\-n.\,

"Khi nao" (When), "Ai" (Who).

Vi du: Quy trinh xtr ly su co. A=

] | ]
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Cac khung quan ly & Tiéu chuan rui ro
Ap dung cac khung tiéu chuan d3 dugc cong nhan dé dam bao tinh toan dién.

ISO

Standards

> 1S0 31000:2018: Nguyen - NIST SP 800-39: Quan - COBIT: Khung quan tri

~ tac quan ly rdi ro chung. |y rti ro ATTT (Tir chién CNTT, lién két rdi ro

| lwgce dén véan hanh). CNTT vdi muc tiéu kinh

1 IEC 31010:2019: Ky thust
~ danh gia ri ro.

1 ISO/IEC 27001 & 27005;
Quan Iy rti ro An toan
thong tin.

doanh.

| | £ NotebookLM



Hién thuc hoa Van hanh: Quy trinh & Kha nang phuc héi

Panh gia
Quy trinh
(Business
Process

o —
I
- iy I
: g
Y ¥
'-‘ #
b

Panh gia Quy trinh

RUi ro nam @ quy trinh 16i thoi.
Pénh gia rdi ro du an, thay
doi va kiém soat.

Két n6i muc tiéu
kinh doanh voi
g quan ly rui ro. oa,

Muc tiéu phuc hoi

RTO (Thoi gian phuc héi muc tiéu).
RPO (Diém phuc hoi muc tiéu).
Phai dua trén yéu céau kinh doanh.

[ tacding | Phan tich tic dong (BIA
0\ Xac dinh quy trinh quan trong.
Panh gia mic do nhay cam cua

thong tin.

| ] | | ]
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Quan ly Tai san To chic
Dé quan ly rui ro, doanh nghiép phai biét minh dang s& hiru va bao vé céi gi.
Cong nghé (Technology)

Phan ciing, phan mém,
ha tang mang.

Con nguoi (People)
Ky nang, kién thire,
tinh san sang.

Dit lieu (Data)
Thong tin khach hang, dir liéu
tai chinh, dir liéu van hanh.

Sa hiru tri tué (IP)
Bi mat thuong mai, ma
nguon, thuong hiéu.

| | &1 NotebookLM
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Tong hop: M6

|

Muc dich & Binh hudng

Chién lugc - Muc tiéu - 4 Are's

hinh Thac d6 Chién luoc

Quan trj hiéu qua |3 su
lién két chat cheé tur
phong hop hoi dong

Trat tu & Cau tric

Ma hinh RACI - 3 Tuyén phong thu

dén phong may

Hanh vi & Van hoa
Van hda rui ro - Dao drc nghé nghiép

quan trj (Boardroom) o &

chd (Server room). ¥9% ™

iy
i) [

i) (1)

Quy tac

Chinh sach - Tiéu chuan

Thuc thi

Quy trinh - Tai san - Dit liéu

T




Chuong 1 - Phan B: Quan tri Rii ro

Xay dung Chién lugc, Cau tric va’

<

DEFENSE LINE LAYER 3 m
1303 2024 [

- | =
b DEFENSE LINE LAYER 2 _.,.a_"
o 131032 E -

DEFENSE LINE LAYER 1 E’

13183 l
l.-"'

STRUCTURAL IWTEGRTY LA

P eI TREATR R I E WO R

i Cau tric Ban thiét ké: :
~ Tirnén tang ERM dén céc gidi han rui ro

PSAET ENTERPRISE RISK MGMT |-

| o - -

Dya trén tai ligu CRISC® Official Review Manual, 8" Edition [————{"* o7 26,2024 [ W1s |-
|
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| I @ | ] ] | 1 | i | | ki
o el
2 . 7. N ™ e . A n 1 n ?
Quan tri Rui ro: Can bang giua Hiéu suat va Tuan thu ,h
= [ ) gil =
H_: e N N — Ix_ _ 3 . ;. '
/WIS ST G) Quan tri (Governance) vs. Quan ly (Management) |
— /;E | * Quan tri: Danh gia, dinh hudng va giam sat.
g g * Quan ly: Lap ké hoach, xay dung, van hanh |
va theo dai.
: __C:)_h : | > = A . r . n ——
151 . N7 Muc tiéu: Tao gia tri qua 3 tru cot
| ; = Aw"thu 4 1. Hién thuc héa lgi ich (Benefit Realization)
(&) ~———— 1 @ 2.76i uu hda rui ro (Risk Optimization)
<7 4 e @ 3. Toi uwu hda nguon Iuc (Resource Optimization) |f
zZ _ \ Tao gia tri 3 : i3 ‘ )
1] 7 )
|__ & (AL hl _| : L]
2 > 7 J » ' : 3 2 % 2 2 2
| Quan tri hiéu qua khong phai la loai bo rui ro, ma la dam bao | A
L rdi ro dugc toi uu hda dé dat muc tiéu doanh nghiép. | 7

B JLrHEs
1 1 .1'1 ] 1 | [ & Notebookl M
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Tl

wd

ro Doanh nghiép (ERM)

Nén t

ng: Quan tri Rui

Dinh nghia:

Van hanh ERM Ia hoat dgng diéu phdi dé chi dao va kiém soat
(Operations)  doanh nghiép lién quan dén rai ro. Két ndi rdi ro -
CNTT v@i muc tiéu kinh doanh.

Chién lugc
” (Strategy)

Nguyén tac cot 16i (Good Practices)

- Toan dién (Comprehensive): Bao pht moi khia canh,
khong chi CNTT.

- G thé kiém toan (Auditable): Quyét dinh va quy trinh
dudc ghi lai.

- C6 thé bién minh (Justifiable): Dua trén Iy luan va dit
liéu.

- Tuén tha (Compliant): Tuan theo chinh sach ndi b
va luat phap bén ngoai.

Tuan thu
(Compliance)

Bao cao
(Reporting)

~ Canh bao: Quan ly rdi ro roi rac (Silos) tao ra ‘Su an tam gia tao’.
T TTTTTTTTTT ST TT T T TTITIITTSD 3 -
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| | ' * | : I 1

]

Thiét 1ap Phuang phap Tiép can: Tong giong tir Cap lanh dauﬂ

Tai trg & Lanh dao

Tone at the Top (Tong giong o L.
\, (Executive Sponsorship}

tir cap lanh dao):

e Lanh dao cap cao phai ho trg
r0 rang.

* Phé duyét ‘Khau vj rii ro’. ,é f |
» Khong c6 su ho trd nay, Chinh sach (Policy):
chuang trinh thiéu tham

O * Tuyén bd y dinh ngan gon.

« Giai thich LY DO quan ly rai ro.
e Xac dinh trach nhiém giai trinh.
» Cam két cai tién lién tuc.

quyén va ngan sach.

i PRFELR
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Mo hinh Ba Tuyén phong tha (The

Three Lines of Defense)

O Tai san/Gia tri
Doanh nghiép

11111

O L]
Tuyén 1: Quan Iy Van hanh Tuyén 3: Kiém toan Noi bd I
e Chifc nang: Sa htiu va quan |y rdi ro. e Churc nang: Giam sat rui ro. e Chuic nang: Dam bao dac lap.
* Trach nhiém: Quan ly hang ngay. e Trach nhiém: Thiét 1ap khung va theo dai. * Trach nhiém: Bao cdo truc tiép lén
HDQT. | i
[ 1 | | .i’fL | ] . & :Iﬂctt E!I:L.:I Skl M
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Ground floor
operations
room

Tuyén 1: Quan ly Van hanh - Cha sé hiu Rai ro

Vai tro: Quan ly van hanh (Operational i
Management).

Trach nhiém chinh:
e Cha sd hiiu rdi ro (Risk Owners): Chiu {
trach nhiém giai trinh vé rdi ro trong hoat
dong hang ngay. e

e Hanh dong: Phat hién va xu ly rti ro ngay
ap tuc. -

e Thuc thi: Chiu trach nhiém thuc hién cac
bién phap kiém soat ndi bo. :

Kigm sodt Ho 1a nhiing nguai phan (ing déu tién. Néu i
(Controls) kiém sodt that bai, ho 12 ngudi chiu trach
nhiém sua chifa. | [

Eef pEEETRE
: . A= ' : ' L — & NotebookLM
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Eils

Tuyén 2: Giam sat - Quan Iy Rui ro & Tuan thii

Vai tro: Chiic nang Quan Iy Rui ro & Tuan
thu.
o Trach nhiém chinh:
e Khung quan tri: Thiét [ap chinh sach va
khung rui ro.
e Gidm sat: Theo doi Tuyén 1 dé& dam bao
tuan tha.
e Bao cao: Tong hop bao cao ri ro cho
lanh dao cap cao.
e Ho trg: Gidp Tuyén 1 xdc dinh rdi ro
nhung van giu su doc 1ap.

chuyén gia CRISC. |

.
4 El=
l =
= E
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Tuyén 3: Dam bao - Kiém todn Noi bo ﬁ

Vai tro: Kiem toan Noi bd (Internal Audit). |
Dic diém cot loi: Pdc 1ap va Khach quan.
O Trach nhiém chinh:
e Pam bdo doc Iap vé hiéu qua ctiaquan |
trj va kiém soat.
» Dénh gia: Ho KHONG thiét ké hay thue |
< hign kiem soat (dé tranh xung dot loi
ich), ho chi DANH GIA chting. :
l e Bao cao: Bao cao truc tiép Ién co quan
quan tri cao nhat. )

v
ID_':ﬁ _ - ___ g .h--'-'_"'fi" Ef.f-". ];--"-J*L' -*_ e varm 11:?:'.'-';“' -
Kiém toan noi bo kiem tra xem Tuyén 1 -

e X P AT ey N AT AL A
va luyen Z co dang lam tot cong viec

cua ho hay khong. h

HEBE
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Thi truong

Ho so Rdi ro (Risk Profile) va Céc yéu to Thay doi

Céng nghé _ Dinh nghia: HO so rii ro 1a bifc tranh toan |
— Time A canh vé mic dd tiép xdc rdi ro cta doanh
-~ TimeB nghiép tai mdt thoi diém cu thé.

Quy dinh sat):

de doa.

hoa mdi.

ninh mang).

Niji b Didi thi

C4c yéu td kich hoat thay dai (Can giam
e Cong nghé mdi (Al, Cloud): Ca hdi di kem
o M&A: Sap nhap mang lai hé thong va van
e Quy dinh: Luat phap mdi (GDPR, Luat An

e Doi tha canh tranh: Thay doi thi truong. |

e Bén thif ba: Chudi cung ting.

Ho sa rti ro khong bao gio tinh. Can Giam sat lién tuc (Continuous Monitoring).

X
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Dinh nghia Gidi han: Khau vi, Dung sai va Siic chia

W& That bai/Phasian W Stic chia (Capacity):
TN Y « Diém gidi han tuyét doi. Vugt qua muic
e nay dong nghia vdi that bai.
| 3 R e Dya trén von va thanh khoan.
(R, | UNg Sal rul ro 2 .
b W7 AT— [RiskgTulerance] Khau vi (Appetite): : .
= | R T e Mifc rii ro mong mudn chap nhan dé
= = | - ; dat muc tieu.
22N\ Khduviriiro o Dugc thiét [3p béi HDQT.
o8 (Risk Appetite) _
2= | Dung sai (Tolerance):
' 1 | IE{[ Rl » Mifc dd sai [éch chap nhén dugc so vdi
ﬂg" ; ¥ | khau vi.
O e Vs | « Mang tinh chién thuat (vi du: dy 4n
== e =4 vuot ngan sach 10%).

E




]
| I m [ : | ] 1 | V' | | ; ] 1 ] I I I
i

Klinalin [ris)

Truc quan hoa Cac gidi han Rui ro

KHONG thé chp nhan

- Nguy hiém
| Siic chifa
: | I | % (Capacity) | |

: ongving Dng sai | | ouy thc Quintr
=3 %’ Dung sai * Rui ro thyc té < Sic chifa.
o - Z - (olerance) | 1y tung: Rili ro thyc té
S | Chdpnhin duge- 7 é avi  f tiémcan Khdu vi .1
== D> 7 M@ (Appetite) || Cdc gidi han nay phai

) Z dugc phé duyét va truyén

% 7 thdng rd rang.

= (8] =
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Khung quan tri, Luat phap va Quy dinh
——= (QuantriHisuqud
— (Effective Governance) e ]
D —————————————————————————————————————————— | |
Luat phap Quy dinh Khung tiéu chuan
(Laws) (Regulations) (Frameworks - COBIT/NIST) |8
—"
Cac Khung tiéu chuan rli ro: | Tuan th la mot quyét dinh |
(COBIT, NIST, ISO): . Tlﬁ&ﬂ tlgjﬂ%HhttpuE[;ﬁL
¥ i ol nhung uan thu
E;:E ﬁ;ﬂ Eﬂﬂ;&uc i dﬁa tréﬁ pﬂﬁl;] tich chi
2 s i vs. hinh phat.
* Gitp lién KEL GNTT va « Thich thic: Mau thun |
ml_JG tieu klﬂh dl]ﬂnh. quy dmh trung huat
: dong toan cau. X
I ! [ ! ] [ ,} ! I 1 I -ETIM ﬁ‘l:lut&l::n!d_m
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Vai tro cua Chuyén gia Rui ro (Risk Practitioner)

[ )

Ban vi Kinh doanh | Lanh dao Cap cao
(Business Units) | L(Seninr Management)‘
Chuyén gia
Rui ro
 Kiém todn | ONTT & Bao mét
(Audit) (IT & Security)

1. C6 van (Advisor): Tu van vé cac moi de doa va phan Ung rai ro.

2. Diéu phai vién (Facilitator): HO trg quan ly chon khau vi va dung sai rdi ro.

3. Ngu&i bao cdo (Reporter): Duy tri S6 dang ky rui ro (Risk Register).

4. Cau nai (Bridge): Dich thuat rui ro ky thuat sangngdn ngilt kinh doanh.

Bad

LAY Pirm

x
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e ———— | : 1 = L —
Danh sach Kiém tra Quan tri Rai ro (Checklist)
Cong cu ra soat nhanh cho ky thi CRISC.

@ — 1 T ]




Két luan: Tu Quan tri d Gla tri

Quan tri rui ro hiéu qua khong phai la loai bo rui ro, ma la
hiéu rd rii ro dé dua ra quyét dinh kinh doanh sang suét.

Hiéu rd rdi ro = Tang cudng kha nang phuc héi + Téi uvu hda ngudn luc.




Risk Identification: Xay dung nén méong cho Quan tri Rui ro
Chapter 2 - Part A: Tu Nhan dién Méi de doa dén Xay dung Kich ban Rui ro

Based on CRISC® Official Review Manual, 8th Edition
£ NotebookLM



Tam quan trong cua Nhan IT Risk Management Life Cycle

dién Rui ro (Risk oy
Identification) 1N

(o AV .
Khai niém cét 16i: Nhan dién rdi ro 1a qua trinh / /// \aenfication .J ' Assdien

xac dinh cac kich ban su kién ton that (loss-event
scenarios) co thé anh hudng dén muc tiéu
chién lugc. Néu khong nhan dién ddng, kha nang ;"
phuc hoi ctia doanh nghiép bi de doa.

Muc tieu chinh: |

~1 1. Hiéu B&i canh (Context): Lam viéc véi chil

4. Risk anda 3. Risk

? - 1 ~F . ~ %
s hiru quy trinh dé hiéu van hanh. Contro s
71 2. Khéng chi la IT: Bao gom yéu td bén ngoai Monitoring and and /

Reporting - Mitigation

va gia dinh kinh doanh.

7 3. Dau vao quan trong: Bat budc cho budc
Panh gia va Phan hoi. S

& NotebooklM
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Phan biét Cot 16i: Threat Event va Risk Event

Hiéu dung su khac biét gitra hanh dong va hau qua

Pinh nghia:
e Threat Event: Hanh dong | |

co tiém nang gay hai (VD: )
[Threat Risk

Hacker tan cong). Llp 1 —
== | Probability | <= | Impact | =
Event] ‘“ 4 e P Event

« Risk Event: Hau qua cu
thé khi méi de doa khai
thac thanh coéng 16 héng
(VD: Mat dif liéu).

Kich ban 1: Ransomware (Threat) -> Hoat dong bi ngung tré (Risk Event/Impact)

Kich ban 2: Nhén vién bam link doc hai (Threat) -> RO ri dir liéu (Risk Event/Impact)

“Néu khéng co toén that (loss), thi khéng co rui ro (risk).”

£ NotebookLM



Cac Nhan

to Rui ro (Risk Factors): Boi canh va Nang luc

/|

'-u_l.--

e

B&i canh Bén ngoai
(External Context)

Boi canh Bén trong

M@i trudng
(Internal Context)

phap ly

Muc tiéu &

Chién lugc Nang luc

() Quan Iy Rui ro ; .8
(Risk Capabilities)

Xu hudng

thi truong

Ap luc tir hai phia
dinh hinh ho so rai ro.

B6i canh Bén ngoai
(Internal Context)




3 Phurdng phap T1ep can de Nhan dlen Rui ro

Két hop ca 3 phuong phap dé khéng bo sét rdi ro méi noi

Phan tich Quy nap
Inductive

Tan cong thur nghiém dé

tim diém yéu.

* Kiém thr xam nhap
(Penetration testing)

* Phan tich Iy thuyét
diém tan cong

@ > b [
I e} et
& A | A A |
Dua trén Bang ching Tiép can Heé thong
Historical Systematic
S dung dir liéu qua khur Ra soat quy trinh bai ban
dé du doan tuong lai. tlr trén xudng dudi.
* B4o cao kiém toan * Phong van chuyén gia
(Audit reports) * Hoi thao (Workshops)
* HO so su co * Ra soat quy trinh kinh
(Incident reports) doanh & BCP
* Dit liéu lich sur van hanh
yYv : . yYy
< > |« > |
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Bic tranh Moi de doa (Threat Landscape)

Moi de doa MG&i noi

> (Emerging)
D&u hiéu bat thuong, Cong
nghé chua kiém chimng.

Moi de doa NoGi bo
(Internal) *

Nhan vién bat man, so suat,

thieu dao tao. (Insider Threat)

".-'.""-'_l_.-".
' 4 i &

= Luu y: RUi ro Chuoi cung
trng (Supply Chain Risk)

da tang manh tir nam 2020
(Vi du: SolarWinds). @&

A

Moi de doa

Bén ngoai (External) <
Toi pham mang, Gian
diép, Thién tai, Chuoi
cung Ung (Supply Chain).
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~ Mo hinh héa M8i de doa (Threat Modeling)

Tw duy nhu ké tan cong dé xac dinh muc tiéu va dong co

g : B ; : < | I < o |
A 777 | oA | A A | LA | AL A | A |
STRIDE PASTA LINDDUN Attack Trees Persona
non Grata

9.1 p=
> || fLR

QRUPP
= < l L, & N @/

Tap trung ky thuat Tap trung rdiro Tap trung vao So d6 cay mo ta Tap trung vao

(Spoofing, (Risk-centric). quyén riéng tu cac budce tan cong ddng co va ky

Tampering...). Lién két muc tiéu (Privacy dé dat muc tiéu. nang cua con

Do Microsoft kinh doanh vdi concerns). nguai.

phat trién. ky thuat.
i A AL AL 4L /Ig




Quan ly Lo hong: Nguén goc va Cong nghé méi

Nguon goc

Truyén thong

yéu

Nguodn goc
Hién dai

B Cloud Computing

&) (Cau hinh sai, Trach

Thiét bi cii

i
i © Kiém soat vat ly
|
|
|
i (End-of-life)

Kho L6 hong
(Vulnerability
Inventory)

LHI"-} L] L] L]
nhiém chia se)

.. Al&LLMs

{ =2 (Input manipulation,

b
/—*\j
minne

¥

Data leakage)

Supply Chain

& % (Phan mém bén thir 3)

| TS —— = =
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Danh gia Lo hong VS. Klem thu’ Xam nhap

Gap Analysis: So sanh hién trang va trang thai mong muon

B —————
| o Bl
: Vulnerability : Penetration
i\ (, Assessment ) _,f; Testing
N Rong nhung Nong "\ Hep nhung Sau
- Ra quét tu déng tim 16 héng ; 8 M6 phong tan cong thuc té
da biét. *_ (Adversarial).
» Xac dinh cong ma, thiéu ban _ » Khai thac 16 hong dé xem
Va. | { e mtic dd thiét hai.
» Muc tiéu: Liét ké va xép hang || * Muc tiéu:, Xac nhan tinh kha |
= (cvss). = thi cliatan cong.
| | |
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Phan tich Nguyén nhan Goc re (Root Cause Analysis)

Khong chi stra loi (symptom), phai tim nguyén nhan dé ngan chan tai dien.

I wiad I 7 - 1

Thiéu dao tao \ Quy trinh [6i thdi \

L6i con ngudi \ Thiéu quy trinh \

Giao tiép kém '\ Khong tuan thu "\

| Loi cau hinh_ Piéu kién lam viéc
I Phan mém 6i Thay dai thi trudng
Thiéu cong cu _ Ap luc thdi gian

[ A A | mmas - R
~ Cong nghe _ Mol truong

Ky thuat Premortem:
Gia dinh du 4n DA that bai.
Cau hoi: "Tai sao n6 that bai?”
~ thay vi “Diéu gi co thé sai?”
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Kich ban Rui ro (RISk Scenano) Manh ghep hoan chinh

Kich ban gitp chuyén ngon ngi ky thuat sangngon ngit kinh doanh.

[Actor] [Threat Type] [Event]

5 [‘ T
f} ,f‘
KS)

[Actor] [Threat Type] [Event] [Asset] [Time]

[Time]

[Asset]

L__

Vi du: Mot nhan vién bat man (Actor) co y (Threat Type) sao chép di liéu (Event)
tlr CRM (Asset) trudc khi nghi viéc (Time).
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I I l l | | [ I

>

Phuong phap Phat trién Kich ban

Top-down / Tur Chién lurgc xudng ~ ;
« Xuat phat diém: Muc tiéu kinh doanh (Business é"
Objectives). 7

» Cau hoi: "Diéu gi ngdn can chidng ta dat muc tiéu?"

:!IIl.'...l.l.'!If_llI|..’.|IE|_III'.-!II|..!.|!!__!II!-

-

-

"
gt

Lo

1én

» Poi twgng: RUi ro chién luge, Lanh dao cap cao.

e —
{ ke
Bottom-up / TuVanhanhlen | _&°

o Xuat phat diem: Su co van hanh, kich ban gia dinh.

-

Kich ban Rui ro Toan d

» Cau hoi: "Néu hé thong nay hong, diéu gi xay ra?"

!I!i.'].ll|.5._!JJ.!!..'_._l_l|Ii..'j|ll_l..!.ll5_?_.'l

» Poi tugng: Rui ro ky thuat, Nhan vién van hanh. B f’”ﬁﬂ\z ,f
ey 19}/




Cong cu Phan tich chh ban FAIR va HARM
Chuyén doi kich ban thanh dinh lugng

— N
Risk ({—: AN
— — 1 HARM Model: Md rong
#\—‘L tir FAIR. Xem xét thém
- | _ "D0 trurong thanh cua
' Loss Event Frequency | Loss Magnitude kiem soat” (Control
 (Tan suat su kién) (DO I6n ton that) | Matquty) va nang lyc
———— i k& tn cong.
 Threat Event || |’ ] . 7] | Secondary |
 Frequency jjlnerablllti | ! Tmary Les‘i _I Risk |

& NotebooklLM



Nhitng Cam bay thuong gap (Common Pitfalls)

KL
Nham lan Threat va Risk: Chi liét ké mdi de doa ma quén tac dong
Kinh doanh. A
Bo qua Shadow IT: Khong thay rui ro tr cdng nghé do nghiép vu tu
trién khai.
Thiéu cap nhat (Stale Context): Khong cap nhat ho so khi quy trinh
thay déi.

Qua tai dit liéu: Nhiéu chi s6 nhung thiéu phan tich bdi canh.

Chi tap trung ky thuat: Bo qua yéu té con nguadi va quy trinh.
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Thong diép cot 1oi: Nhan dién la Quy trinh Lién tuc

" o Khong lam mat lan roi thou {03 e Tu duy Phan bién:
Risk Identification la ——— @ e Dung Root Cause .

chu trinh lién tuc can //~ Analysis va Threat

giam sat thay doi. | Modeling dé tim

rdi ro an.

e Két noi IT vai Kinh
doanh: Risk Scenario
. la cau n6i ngén nglr
- chung.

L F Tiép theo: Part B - Risk Analysis




Phan tich Rui
ro CNTT
Tu Dir lieu dén
Quyét dinh

CRISC Official Review Manual,
8th Edition - Chapter 2, Part B

Based on ISACA® CRISC™ Curriculum




Vi tri cua Phan tich trong Vong doi Quan ly Rui ro

Identification
(Nhan dién)

Assessment/Analysis
(Panh gia/Phan tich)

Assessment/Analysis:

Giai doan trong tam. Pay la cau
noi xtr ly dir liéu dé hiéu rd kha

nang xay ra (Likelihood) va tac
dong (Impact).

Key Insight: Phan tich khong
phai la dich dén, ma |la céng cu
ho tro ra quyét dinh.

[

Monitoring
(Giam sat)

Response
(Phan hoi)
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Khai niém Panh gia Rui ro (Risk Assessment Concepts)

Risk Analysis Risk Evaluation :
(Phan tich) (Panh gia) APt AGSCERITCRL
Risk Analysis (Phan tich) Risk Evaluation (Panh gia)
Phan tach rdi ro dé udec tinh: So sanh két qua phan tich vai:
- Xac suat (Probability) - Khau vi rti ro (Risk Appetite)
- Mirc do ton that (Loss Magnitude) - Ngudng chap nhan rui ro (Risk Tolerance)

Muc tiéu cot 16i: Hiéu ro su phu thudc hé thong, xac dinh kiém soat hién cg, va uu
tién hda rui ro.
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Cac Ky thuat Panh gia Rui ro

raR:

Bow Tie Analysis: Lién két Monte Carlo Analysis: Mo Delphi Method: Thu thap y
nguyén nhan, su kién trung phong thong ké du doan két kién chuyén gia an danh dée
tam va hau qua. qua dinh lugng dat dong thuan.

Root Cause Analysis: Xac dinh Decision Tree: Mo hinh hda cac
nguyén nhan goc ré (Fault tree) két qua tir mot su kién khai dau.
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Phuong phap Phan tich Dinh tinh (Qualitative Assessment)

High

Likelihood
Medium

Low

High Medium Low
Impact

Dinh nghia:

St dung thang do xép hang (Cao/Trung
binh/Thap) hodc thang diém (1-10) dua trén y
ki€n chuyén gia.

Cach tiép can:
- Dua trén mai de doa (Kich ban tan cong)
- Dua trén tai san (Gia tri va do nhay cam CIA)

Uu diém:
Nhanh chong, dé hiéu, t6t cho uu tién ban dau.

Nhugc diém: Chu quan (Subjective), kho bao vé
trudc ban lanh dao, khé theo doi xu hudng.



Phuong phap Phan tich Dinh lurong
(Quantitative Assessment)

Pinh nghia: Str dung tinh toan so6 hoc va

= ’ - e - " g . - ~ :s:
xac suat thong ké dé gan gia tri tién té
cho rui ro. m::
o=

Loss Event
Frequency

Loss

M6 hinh tiéu biéu: Factor Analysis of _
Magnitude

Information Risk (FAIR).

Ung dung:
- Tinh toan ROI cho kiém soat.
- So sanh chi phi rai ro vs. chi phi phong ngtra.

Thach thic:
Poi hoi dit liéu lich sur chat luong cao, phirc tap va ton kém.
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So sanh & Phuong phap Ban dinh lugng

et Ban dinh lugng Dinh lugng (Quantitative)
(Hybrid/Semiquantitative)

- Chu quan - Két hop thang do dinh tinh - Khach quan

vai gia tri so (vi du: 0-100). . .
- Nhanh AU ¢ - Chinh xac
- M $+a&110 2nm A ~hi +i 4 —~y
X . e Muc tiéu: Tang do chi tiet ma e e
- Dé giao tiép Dt il 8 o) -Ton kém dir liéu
khong can dur lieu hoan hao.
- Luu y: Khong nham lan voi
dir lieu thue nghiém.

Qualitative Hybrid/Semiquantitative Quantitative
& NotebookLM



Phan tich Tac dong Kinh doanh (BIA)

Disaster Strikes

RPO (DiSI‘UPtiOﬂ) RTO

(Recovery Point Objective) (Recovery Time Objective)

(max data loss) (max downtime)
Muc dich: Xac dinh mirc do Pau ra chinh: Vai tro: Nén tang cho
quan trong cua quy trinh - Xac dinh quy trinh trong  Chién lugc Duy tri Hoat
kinh doanh va hau qua néu yéu (Critical processes). dong Kinh doanh (BCP).
gian doan. - Thiét lap RTO va RPO.
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Phan biét BIA va Danh gia Rui ro

Risk Assessment
(Panh gia Rui ro)

- Pau vao: Moi de doa, Lo
hong.

- Trong tam: XAac suat
(Likelihood) & Tac dong
(Impact).

- Muc tiéu: Giam thiéu kha
nang xay ra.

Business Impact
Analysis (BIA)

- Dau vao: Quy trinh kinh
doanh, Tal nguyen.

- Trong tam: Tinh cap thiét
(Urgency) & Thoi gian phuc
hoi.

- Muc tiéu: Uu tién phuc hoi
dich vu.
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Impact (Tac dong)

I
|

1 (). .
-

Likelihood (Kha nang xay ra)

Ban do Rui ro (Heat Maps)

Truc quan hoa: Biéu dién moi
quan hé Tan suat - Tac dong.

Vung Xanh: Chap nhan, giam
sat.
Ving Po: Hanh dong ngay lap
tuc.

Muc dich: Giup Ban lanh dao
nhan dién diém noéng
(hotspots).



So6 dang ky Rui ro (Risk Register)

Pinh nghia: Kho luu trir trung tam
Risk Scenario Response | cua tat ca rui ro.

Thanh phan bat budc:

- Chu s0 hiru rui ro (Risk Owner)

- M6 ta kich ban

RO2 | Data Leak CISO Critical Avoid - Diém s8 rui ro (Likelihood x Impact)
- Phan Urng dé xuat

RO1 | Server Failure IT Ops Mitigate

RO3 | Power Outage Facility Low Accept Tinh chat: Tai liéu s6ng (Living
document), cap nhat lién tuc.
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Rui ro Tiém tang (Inherent Risk)

Dinh nghia: Mtrc do6 rui ro khi
chua cé bat ky bién phap kiém
soat nao.

Ban chat: Phoi nhiém tho

(Gross risk) cua hoat dong kinh
doanh.

Vi du: Truyén tai dir liéu qua
internet ma khong c6 ma hoa.

Y nghia: Gitp quyét dinh xem c6
nén tham gia vao hoat dong dé

Inherent Risk ngay tir dau hay khong.
Gross Risk (Rui ro tho)
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Rﬁi ro Con lai (Residual)

Hien tai (Current)

Inherent - Controls
Risk (Kiém soat)

= Residual
Risk

e Cong thuc: Inherent Risk - Controls =
Residual Risk.

e Quyét dinh: Néu Residual Risk < Risk
Appetite = Chap nhan.

e Rui ro Hién tai (Current Risk): Rui ro tai
thoi diém danh gid, tinh dén kiém soat
hién c6 va ké hoach chua hoan thanh.

e Luu y: Khong thé loai bo rui ro vé 0.
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Case Study: Quy trinh Phan tich Thuc té

Kich ban Phan tich Inherent Risk Kiém soat Residual Risk

Hé thong ci Tan suat Cao, , Co lap mang
khéng thé va Téc dong CAO (High). (Network

THAP

|6i. Trung binh. segmentation). (Acceptable).

Quyét dinh cuoi cung: Chap nhan rdi ro con lai va tiép tuc giam sat.
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e .~n?

Piem chinh can ghi nhé (Key Takeaways)

Dir liéu & Quyét dinh: Phan tich phai ho tro ra quyét dinh kinh
doanh, khong chi la bai tap ky thuat.

Chat luong Dt liéu: 'Rac vao, rac ra” (GIGO). Két qua phu thudc
vao dau vao.

Phan biét Rui ro: Hiéu ro Inherent vs. Residual dé danh gia hiéu
qua kiém soat.

Lién két BIA: Su dung BIA dé xac dinh tinh cap thiét phuc héi.
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<>
.! Domain 3

S

CRISC Domain 3 - Part A: Chién
lugc & Thuc thi Phan ing Rui ro

Bién Danh gia thanh Hanh dong: Cac phuong an,
Quyén s& hitu va Quan ly Ngoai lé

C

Based on ISACA CRISC Review Manual, 8th Edition - Chapter 3
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Tu Panh gia dén Hanh dong: Cau noi Phan ung

Context Luu y: Rui ro khong bao gio
Boi canh: Dau ra cua quy trinh Déanh gid Rui ro la danh sach cac ri ro d& bién mat hoan toan. Muc
duoc x&p hang. Budc tiép theo |a xéc dinh phan trng phi hop. tieu khong phai la loai bo
‘ i rui ro bang moi gia, ma Ia
Muc tiéu c6t 16i: Dua rui ro hién tai vé mic phu hop véi Khau vi rui ro (Risk quan ly né mét cach hiéu
Appetite) va Dung sai rui ro (Risk Tolerance) cta doanh nghiép. qua Ve chi phi.
Input Process Output
2 :
$ =
v » & -9
Risk Register & Quyét dinh phan (ng Risk Action Plan &
Risk Map (Decision) Residual Risk
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Nguyén tac Chién lugc cua Phan rng Rui ro

Loiich
kiém soat giam thiéu
(Cost) i

C N
C N
Chi phi (Cost) Hiéu suat (Performance) Tuan tha (Conformance)
Chi phi kiém soat khong dugc Kiém soat khéng duoc lam Phan (rng phai dap ng day
vuot qua gia tri cua tai san cham quy trinh kinh doanh da cac yéu cau luat phap va
noéac ton that du kién. qua muc cho phép. quy dinh.

[ Hiéu qua dau tu (ROI) trong bao mat |a viéc giam thiéu ton that tiém tang so vdi chi phi bo ra. ]
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4 Phuong an Phan ing Chién luoc

(o e T N
1. Chap nhan 2. Giam thiéu
(Risk Acceptance) (Risk Mitigation)

Nhén thire rui ro va quyét dinh
khong hanh dong thém (chi
giam sat). Thuong dung khi chi
phi x(r ly cao hon ton that.

, SR —— —

Thuc hién céc bién phap kiém
soat dé giam kha nang xay ra
hoac tac dong. Pay la phuong
an pho bién nhat.

4. Tranh ne
(Risk Avoidance)

Ngung hoan toan hoat dong
gay ra rui ro. Dung khi khong
c6 phuong an nao khac dua
rai ro vé mirc chap nhan dugc.

3. Chuyén giao
(Risk Transfer)

Chuyén ganh nang tai chinh
sang bén thir ba (bao hiém, doi
tac). Luu y: Khdng chuyén giao
duogc trach nhiém giai trinh.

- 7/
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Pi sau vao: Chap nhan Rui ro (Risk Acceptance)

Pinh nghia & Piéu kién Chap nhan (Acceptance) vs.
Phot 1o (Ignorance)

« MOt quyét dinh co y thirc cua ban lanh
dao dé gilr nguyén murc rai ro hién tai.

* RUi ro phai nam trong Khau vi rui ro (Risk bugc ghi lai,

Appetite) Chap nhan duoc giam sat,
2 I _ c6 ké hoach.
« Chi phi xu ly vugt qua loi ich mang lai. '
* Phai c6 Risk Owner ky duyét chinh thurc.
Khong biét rdi ro
Tu bao hiém (Self-insurance): Doanh Phot lo ton tai, khong co

nghiép danh riéng ngan sach dé chi tra su chuan bi.

ton that thay vi mua bao hiém.

Canh bao: Chap nhan rai ro khong phai la hanh dong mét Ian. Can xem xét lai dinh ky.
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Pi sau vao: Giam thiéu Rui ro (Risk Mitigation)

Muc tiéu: Giam Rui ro Tiém an
(Inherent Risk) xuéng murc Rui ro
Con lai (Residual Risk) thong qua
cac bién phap kiém soat.

The Threat

Chién thuat

Phong nglra (Preventive): .
Ngéan chan sy co. '

°J
D Phat hién (Detective): Nhan
biét som. . . ] 2l
" 1. Ky thuat 2. Hanh chinh 3.Vatly
/N

Khac phuc (Corrective): Giam (Technical): (Administrative): (Physical):
thiéu thiét hai. Firewall, Policy, Training  Locks, CCTV
A Encryption
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Pi sau vao: Chuyén giao & Tranh né

Chuyén giao (Transfer/Sharing)

=
Vs

e Co ché: Bao hiém (Insurance) ho&c Thué
ngoai (Outsourcing).

» Quan trong: Ban cé thé chuyén giao rui ro
tai chinh, nhung KHONG thé chuyén giao
trach nhiém giai trinh (accountability) hoac
uy tin.

Tranh né (Avoidance)

g

» Co ché: Loai boé hoan toan nguyén nhan gay
rdi ro (ngirng hoat dong, rat khoi thi truong).

« Khi nao dung? Khi khéng c6 kiém soat nao
kha thi hodc chi phi qua cao.

e Cai gia: Mat di co hdi kinh doanh
(Opportunity Cost).
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Khung Ra Quyét dinh (Decision Framework)

Lam thé nao dé chon phuong an ding? Quyét dinh dua trén di liéu, khong phai
cam tinh.

Value of Control = (ALE ., — ALE _5.,) — Cost of Control

,\ Annualized Loss Expectancy
(Ton that du kién hang ndm)

Phan tich Chi phi - Loi ich (CBA) Ho6 so Kinh doanh (Business Case)

So sanh chi phi trién khai vdi murc do ton Tai liéu dé xuat phuong an, bao gém phan
that giam duogc. tich rdi ro, chi phi, loi ich va ROI dé ban
lanh dao phé duyét.

Néu Chi phi Kiém soat > Gia tri Tai san,
phuong an tot nhat la Chap nhan.
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Quyén so hitu & Trach nhiém Giai trinh

La ai? Lanh dao doanh nghiép, truong bd
phan nghiép vu (Business Manager).

Trach nhiem:
e C6 quyén ra quyét dinh chap nhan rdi ro.
e Chiu trach nhiém giai trinh cudi cung.
» Phé duyét ngan sach.

ke

v =
L gl

La ai? Truong phong IT, quan ly bao mét,
nhan vién van hanh.
Trach nhiem:

e Thiét ké va trién khai kiém soat.

e Dam bao kiém soat hoat ddng hiéu qua.

e Bao cao cho Risk Owner.

Risk Practitioner chi tu van, KHONG phai la ngudi ra quyét dinh chap nhan rui ro.
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Pinh nghia Vai tro Quan tri

Ban Lanh dao Cap cao

(Senior Management)

- Thiét |ap "Tone at the Top".
- Xéc dinh Khau vi rti ro (Risk Appetite).
- Chiu trach nhiém (Accountable) cudi cung.

Nguoi hanh nghe

Rui ro (Risk

Practitioner/CRISC)

- Xac dinh va danh gia rui ro.
- Tu van cac phuong an phan
rng.

- Giam sat va bao cao.

- Giam sat va bao cao.

- Dam bao quyét dinh phu
hop muc tiéu kinh doanh.
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Quan ly Rui ro Bén thi ba & Chuoi cung ng

Nguyén tac: Thué ngoai dich vu (Outsourcing) khéng c6 nghia la thué ngoai trach

nhiém.

AR, NN

4 ™\
/"y Tham dinh
% (Due Diligence)

Panh gia nang luc bao mat |
- doi tac trudce khi ky hop
| dong.

e — '

Yy

am= Giim sét
P2 (Monitoring)

i )
%‘ﬁ Hop dong
4 (Contracts/SLASs)
Quy dinh ro yéu cau bao
mat va "Right to Audit”
(Quyén kiém toan).
\ J

Panh gia dinh ky hiéu suat

va tuan thu cta nha cung
cap.
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Quan ly Van dé & Phat hién
(Remediation)

Q Phat hién (Finding) 7 Nguyén nhéan géc
Tir kiém toan hogc sy 8. s [¢ (Hodt Latise)

" Tai sao né xay ra?
o

Poéng
van de
(Closure)
Rui ro da
dugc xu ly.

Muc tiéu la giai quyét
triét dé nguyén nhan,

khong chi chira tri
triéu ching.

7 Ké hoach hanh dong
i(\?aclitcil];t?nn) ~=, (Action Plan)

: SO} Ai1am? Khi ndo
Kiém tra lai. xong?
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Quan ly Ngoai lé (Exception Management)

Quy trinh chinh thirc cho phép tam thoi khong tuan thu chinh sach vi ly do
nghiéep vu.

Permit

Phée duyét (Approval):
Baoi Risk Owner hoac cap quan ly.

Co thoi han (Time-bound):
Ngoai |é phai co ngay hét han.

Kiém soat bu dap (Compensating Controls):
Bién phap giam thiéu rui ro bo sung.

© Rui ro: Néu khong quan Iy tot, ngoai lé sé tich tu thanh "ng ky thuat".
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T6m tat: Danh muc Kiém tra Phan urng Rui ro

P43 lién két phan (rng rdi ro vdi muc tiéu kinh doanh va khau vi rdi ro chua?

Pa thuc hién phan tich chi phi - loi ich (CBA) cho céc bién phap kiém soat chua?

P3 xac dinh ré Chu sé hiru Ri ro (nguoi ra quyét dinh) va Chu s& hiru Kiém soét
(nguoi thuc hién) chua?

Rui ro con lai (Residual Risk) c6 nam trong ngudng chap nhan khong?

C6 quy trinh chinh thirc d€ quan ly nha cung cap va céc ngoai |é chinh sach
khong?

WA
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Két luan: Huéng t6i Su Bén vitng

- Quan ly rdi ro khong phai la dich
dén, ma la mot hanh trinh lién tuc.

/&
\)
Muc tiéu cudi cung: Khong chi I3
/ tuan thu, ma la xdy dung moét doanh

nghiép co kha nang chéng chiu
(Resilient Enterprise).

End of Chapter 3, Part A. Next: Part B - Control Design and Implementation.
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Thiét ké va Trién khai

uong

an B: CRISC® Review Manual, 8th Edition

ien ¢

thuat cho su K
Chuong 3 - Ph

Ky

|

=

| TUr Ly thuyét Rai ro

| d&n Thuc t& Van hanh




Vai tro ctia Kiém soat trong Quan Iy Rui ro

i fi '+
o — P | il
io=—1 1=
Panh gia Quyét dinh Thiét ké & Trién khai Giam thiéu
Rai ro Ung pho Kiém soat Rui ro Con lai
KEY Insight: Kié’m soat la Ctél.l noi gi[’ra cac quyé't dinh "U’ng phé Hiéu qué = Hoat df;_‘mg nhu
RUi ro” va thuc t& van hanh. Néu khong c6 kiém soat hiéu ——® du dinh + Quan Iy dugc
qua, cac quyét dinh quan ly rdi ro chi la ly thuyét. rui ro muc tiéu.
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Quy chuan va Khung kiém soat: Nén mong ctia Thiét ké

= Doanh nghiép An toan

PATTT I TITITE SIS TSI IIT I IS T TATTITITTL P LT ETT IS il I EEEETTETE, e e
Khung (Frameworks) | Tiéu chuan (Standards)

Cung cap cau tric co ban va Cac yéu cau bat budc hodc

hudng dan tu nguyén. quy tac thuc hanh cu thé.
| Muc dich: Dinh hinh chién lugc Muc dich: Dam bao tuén |
' -{  tong thé. | thl va nhét quan k§ thuat. l
| Vi du: Vi dy:

& - NIST Cybersecurity & - I1SO/IEC 27000 series

Framework (CSF) & - PCI DSS
v §@-COBIT

\G - Cloud Security Alliance (CSA) /_}/'

e N

l_i'

/// Viéc &p dung céc tiéu chuan gitp hop ly hoa viéc lua chon kiém ;/QJZ//////Z
7 //// / soat bang cach chi ro nhimg gi can lam va cach thuc hién. _ V / 7 W

Fi
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Phan loai Kiém soat theo Thai gian

Trudc su co \ 4/ Sau su co
A A

Su co

~ (Incident)
~f ¥) 2
p— ¢ I

Kiem soat Ran de Kiém soat Phong ngura 4 Kiem soat Phat hién Kiem soat Khac phuc

(Deterrent) (Preventive) Q) 05 (Detective) (Corrective)
Canh béo, 1am nan Ngan chin hanh vi. Cénh béo vi pham. Sifa chifa, khdi phuc.
ong. (VD: Bién bdo,  (VD: Tuding Itfa, ma héa). ==X, (VD:IDS, logs). (VD: Backups, vé 16i).

chinh sach). ‘_

Trong su co

Kiém soat Bu dap (Compensating Controls): Dugc st dung khi cac kiém soét chinh
khong thé thuc hién dugc (VD: Gidm sét con ngudi thay cho hé thong).




Ba Phuong phap Thuc thi Kiém soat

Hanh chinh / Quan ly Ky thuat / Logic Vat ly
o1
o
= ( Thiéu kiém soat hanh )
/ chinh (nhu dao tao) cé ==
/ thé vd hiéu hoa kidm ==
% soat kj thuat.
I‘ -‘h:kfzhﬂ
- Dua vao con ngudi va quy trinh. - Thue hién qua cong nghé. - Han ché tiép can thé gidi thuc.
- Phu thudc vao su phan doan. - Can cau hinh va bao tri. - Bao vé con ngudi va phan cirng.
- Bao gom: Chinh séch, dao tao, - Bao gobm: Tuong ltra, ma hda, - Bao gom: Khda ctra, hang rao,
quy trinh thay doi. Antivirus. Camera CCTV.
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Thiét ké va Lua chon: Phan tich Khoang cach

Trang thai
Hién tai

Phén tich Khoang cach

(Gap Analysis)
’P{Ff;::::, ir;; A A A e .'*"f’-s T th #a
4 o Mong muon
17 =i il > o ) n =il
Danh gid Hién trang X4c dinh Khoang cach Lua chon Kiém soat Cing co He thong
- : o (Hardening)
7 l i - et Oy , :

ES e [52]
N —=N ﬁm— = %)
CESN ; L U8 z

Hiéu rd kiém soét hién c6 So sénh hién trang vdi muc Quyeét dinh diing safeguards Tat dich vu khﬁ can thiét,
. quaaudit, logs. | rhiro chdp nhdn duge. |  hay countermeasures. | | giam bé mét tan cong. |
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Chién lugc Trién khai va Chuyén doi

Chuyén ddi Song song (Parallel)

Chay hé thong cii va mdi cung ltc.
Ghi chd: An toan nhat, chi phi cao nhat.

Hé thong cli = . H Tat ci
Hé thong mai 44’% Hé thdng mai tiép tuc

Chuyén doi theo Giai doan (Phased)

Trién khai tirng mo6-dun/khu vuc.
Ghi chu: Giam rui ro tac dong I6n, tich hop pharc tap.

Hoan thanh

Giai doan 3:
Mﬁ{fun C
Giai doan 2:
MG-dun B
Giai doan 1: «q
Mo-dun A

Chuyén dai Tic thoi (Cutover)
Tat cii, bat mdi ngay lap tuc.

Ghi chi: Nhanh, re, nhung rti ro cao nhat.

Hé thong ci ;|( | s/ Hé thong mdi i

Ture thoi
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Danh gia Sau Trién khai

RUi ro da vé mic chap
nhan duogc chua?

Thoi diém thuc hién:

1. Ngay sau khi
hoan thanh du an.

2. Sau khi van hanh
on dinh.

Yéu cau ngudi dung &
muc tiéu kinh doanh
&| co dat khong?

ROI: Chi phi thuc té vs
Udc tinh?

Bai hoc kinh nghiem
(Lessons Learned) da
ghi lai chua?

| |IH|! I |t||i|| III|!III|III:‘|.'III|

—r—

F;F'.-—
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Phuong phap Kiém thi: Tir Ma ngudn dén Nguei ding

Pam bao Chat lugng (QA) Kinh doanh

Tudn thi tidu chuan ky thuat & quy trinh.

Kiém thi Chap nhan cua
Ngudsi diing (UAT)

Nguoi ding cudi xac nhan gia tri kinh doanh.

Kiém thi Tich hop/Hé thang
(Integration/System)
Kiém tra tuong tac giiia cac thanh phan.

Kiém thd Don vi
(Unit Testing)

Kiém tra ting md-dun/doan ma
riéng le.

Ky thuat
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Thuc hanh Tot nhat trong Kiém thi

q

{

—

7 Dii liéu Kiém thir (Test Data) AN 4

Khong dung dif liu san xuat
(trur khi da lam sach).

Phan tach Moi truong

R

Tach biét vat ly/logic
Dev, Test, Prod d& ngin

&

\. @ f.i:i‘ldung Fuzzing dé test gia |y nhiém chéo.
h ri la.
Kiém soat Phignban [/ Tinh Khch quan

Theo doi thay doi ma
ngudn, dam bao kha ndng

nang rollback.
Y

Nguai viét ma khdng nén
| ngudi duy nhat kiém

tha ma do. i
A
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Tong két: Tu duy Ky thuat cho Su Kién cudng

T 4

2. Vat liéu: Két hgp Hanh
—|=h 2. Vat liéu: Két hgp Han |
Zl chinh, Ky thuat, Vat ly. pd —‘I
I T
s § B 4.fiém .tra: -
:ﬁl—} Kiém thur nghiém
ngat & Tach biét.
3. Xay dung:
| | Thiétke &
Trién khai
can trong.
!l 0l
T 4
i ,{5 1. Nén tang: |
Chuan muc & @ 2. Vat liéu: Két hop
Khung kiém soat. Hanh chinh, Ky thuat, Vat ly.
LA ¥

]

Kiém soat khong chi la rao can, ching la nén tang cho phép
doanh nghiép van hanh an toan va phat trién bén virng.”
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Giam sat v,é
Bao cao Rui
ro

CRISC® Official Review
Manual - Chapter 3, Part C

Chu trinh Tir D liéu dén Quyét dinh

Nhan dién
Rui ro

| Giam sat ||
| & Bao cao |

Panh gia
Rui ro

Phan hoi
Rui ro



Vai tro cua Giam sat trong Vong doi Rui ro

Phan hoi Rui ro

Muc dich Chinh

Giam sat khong phai la diém két thdc. N6 Ia
"cam bién" kich hoat chu ky xac dinh rui ro
tiép theo.

Nhan dién Rui ro

Chuc nang

e Dam bao cac bién phap kiém soat hoat
doéng hiéu qua.

e Phat hién cac thay doi trong hé so rui ro
(Risk Profile).

e Cung cap d(r liéu cho viéc ra quyét dinh
cua lanh dao.

Giam sat & Bao cao

Giam sat hiéu qua gitip doanh nghiép chuyén tir trang thai "Phan rng" (Reactive) ]
sang "Chu dong" (Proactive).

&1 NotebookLM




Ké hoach Hanh dong Rui ro

Pinh nghia: Mot 10 trinh cu thé deé trién khai cac phan hai rai ro da duoc chon.

Phan tich khoang cach (Gap Analysis) Puong gang (Critical Path)

So sanh trang thai hién tai va trang thai Cac yéu to du an anh hudng truc tiép
mong muon. dén thoi gian hoan thanh.
L&p ké hoach

Trign kha Pudng Gang (Critical Path)

Kiém soat |

Kiém thur

Nghiém thu

Thoi gian

& NotebookLM



Thu thap Dir liéu: Nén tang cua Giam sat

Phan hoi ngudi dung, Béo céo
su ¢, Két qua kiém thur

7=

252

N ST ™
Nguon ben ngoai

Canh bao CERT/CIRT,
Bdo cao nha cung cap, Tin tldc

Nhat ky & Hé théng %

Nhat ky su kién, SIEM,
Thay ddi truy cap

Dong co Phan tich
(Analysis Engine)

|  Thong tin Tinh bao
(Intelligence)

&1 NotebookLM



Bo ba Chi s6 Do luvong: KPI, KRI, KCI

KPI

Chi s6 Hiéu suat Chinh

@

Focus Question:
Chung ta c6 dat dugc muc
tiéu khong?

Example:
Thoi gian trung binh dé va loi
(MTTP).

KRI

Chi s6 Rui ro Chinh

Focus Question:
RUi ro cé dang gia tang
khong?

Example:
SO lugng ban va bao mat
qua han 30 ngay.

KCI

Chi sd Kiém soat Chinh

Focus Question:
Bién phap kiém soat cé hoat
dong khdng?

Example:
Ty Ié€ may chu da cai dat
antivirus.
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Phan biet KPI va KRl

KPI (Hiéu suat) KRI (Rui ro)

Chi s0 tré (Lagging Indicator). Do ludng Chi s dan dat (Leading Indicator). Canh
két qua da xay ra. bdo sém vé su co tuong lai.
Context: Xe dang chay bao nhiéu km/h? Context: Dong co cé sap qua nhiét khong?

KPI va KRI thuong duoc st dung cung nhau dé cung cap birc tranh toan canh.

&1 NotebookLM



Toi wu héa Chi so6 Rui ro Chinh (KRI)

Nguyén tac 'Goldilocks' trong viéc chon chi s6

Qua it Toi wu hoa ~ Qua nhiéu
— (Mu thdng tin) (Optimized) /¥ (Nhiéu/Noise)
Do nhay (Sensitivity) Do tin cay (Reliability)
Chi sb thay doi ngay khi rui ro thay doi. Tuong quan cao Vdi rui ro thuc té.
De do luong (Effort) Co thé lap lai (Repeatable)
Dé thu thap va duy tri di liéu. Do luong nhat quan theo thoi gian.
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Chi s6 Kiém soat Chinh (KCI)

Hiéu (rng day chuyén tir Kiém soat dén Rui ro

That bai ~ Canh bao
Kiém soat KCI

* KCI kich hoat » Nguy co nhiém Rui ro an ninh

Phan mém diét
virus khéng bao déng malware tang mang tang lén

cap nhat cao

KCI thuong la chi s6 dan dat (Leading Indicator) cho KRI.

&1 NotebookLM



Ky thuat Giam sat va Panh gia

Phuong phap va cong cu chinh dé danh gia hiéu qua.

v = Tu danh gia
o— (Self-assessment)

Chu s& hiru quy trinh tu kiém tra.

Nhanh chéng nhung cé thé chu
quan.

7

Kiém toan IS (IS Audit)

Danh gia doc lap, khach quan.
Bang chirng manh mé nhung
ton thoi gian.

(Vulnérability Aésessment)
Quét hé thong tu dong dé tim
diém yéu da biét.

v/‘

Kiém thtr xam nhap
(Penetration Testing)

Mo phdng tan cong thuc té
(Black/White box). Rui ro cao,
gui ro cao, can phé duyét.
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Phuong phap Phan tich D liéu

Phan tich Nguyén nhan Goc ré (Root Cause Analysis)

Con nguoi (People) Quy trinh (Process)
Thiéu dao tao Quy trinh 16i thoi
Mét mai/Stress Khéng tudn thd chuén
Giao tiép kém Phé duyét cham
Suco CNTT
W (IT Incident)
LOI phan mem Nhiét dé cao
Thiét bi cii
7 i Mat dién
Su cO mang

B 1o Yéu td bén ngoai
L6i cau hinh J

Cong nghé (Technology) M@i truong (Environment)

© 2022 KKV Rtith Companies Article, ILC. All rights reserved.

» Phan tich
Cay L6i
(Fault Tree
Analysis)

 Phan tich
Xu hudng
(Trend
Analysis)
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Nguyén tac Bao cao Rui ro
Chinh xac - Kip thai - Lién quan

Ban Lanh dao / HDQT

Xu hudng chién lugce, Heat Maps,
Tac déng tai chinh.

Quan ly cap trung
\ Scorecards, KRI, Trang thai
-\ duan.

Van hanh / Ky thuat
Nhat ky chi tiét (Logs), Canh
bao k¥ thuat, Sur co cu thé.

© 2022 KKV; Rtith Companies Article, ILC. All rights reserved. &) NotebookLM



o .~?

Truc quan hoa: Biéu di

iet (Heat Maps)

Pac diem

e Cong cu tieu chuén cho béo
céo cap cao.

» GiUp wu tién tai nguyén vao
ving ‘Do’.

* Luu y: Thuong dua tren dir

lidu dinh tinh, c6 thé mang tinh
chd quan.

Tan suat / Kha nang xay ra (Likelihood)

@ 2022 KKV, Rtith Companies Article, ILC, All rights reserved.




Bang diéu khién va The diém

Thé diém can bang (Balanced Scorecard) Bang diéeu khién (Dashboard)
I ——
Stoplight
Trang thai Tudn tha Rdi ro theo Xép hang
@ CEIC'{HEQh}
Trung binh (Medium) I I
® Thap {Lc:w}
» Nhin rui ro trong bdi canh chién lugc téng thé. « Tép trung vao cac ngoai lé can xur ly ngay
(Real-time).

© 2022 KKV, Rtith Companies Article, ILC. All rights reserved. & NotebooklLM



Giam sat Rui ro M&i noi

g

Al & Big Data
Rui ro vé quyeén riéng tu
va thién kién thuat toan.

~e

P

Cloud & Shadow IT
Mat kiém soat di liéu khi
cac don vi tu trién khai
cong nghé.

Chién luogc: Tich hop danh gia rui ro vao quy trinh Quan ly Thay doi (Change Management).

%

Chuoi cung tng

Rui ro tir nha cung cép
th(r ba va doi tac.

© 2022 KKV, Rtith Companies Article, ILG, All rights reserved.
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Tong két & Trong tam Ky thi

Thé diém can bang (Balanced Scorecard)

LB
O A

= o a -
)
T 1=l d il
AYRL" L%

» Nhin rui ro trong bdi canh chién lugc téng thé.

Danh sach Ghi nho (Exam Checklist)

Q 1. Phan biét rd KPI (Hiéu suat), KRI (RUi
ro), KCI (Kiém soat).

2. Hiéu su khac biét gitra Kiém toan (doc
lap) va Tu danh gia.

3. Biéu do nhiét (Heat Map) thé hién Tan
suat vs. Tac dong.

4. KCI that bai la chi bao dan dat
(leading) cho KRI.

Két thic Chuong 3-Phan C

@ 2022 KKV, Rtith Companies Article, ILC. All rights reserved. A MotebooklM



CRISC Review Manual -
Chapter 4

Technology and Security

Part A: Technology
Principles (Cac Nguyeén
tac Cong nghe)

Trong tam: Hiéu vé cac thanh phan céng nghé dé nhan
dién rui ro.

Muc tiéu: Danh gia cach cong nghé ho trg hoic can tro
cac muc tiéu kinh doanh.

Cac linh vuc chinh: Kién tric doanh nghiép, Van hanh
hé théng, Vong doi di liéu, va Céng nghé mdi noi.

&1 NotebookLM



\

I R\

,

Hé sinh thai Rui ro Cong nghé (The Technology Risk Ecosystem)
Roboto Slab
2 Dir liéu (Data)
3 Tai san can bao vé (CIA).
Kha nang phuc hoi gﬁé :é:ig E (Operations)
(Resilience) Noi phat sinh 16 héng

Luéi an toan khi that bai. (Vulnerabilities).

oy

’i N\
Insight: Rui ro thuong xuat

hién tai cac diém giao thoa (vi
du: Chién luge thay déi nhung

Van hanh khong theo kip).
§ /A|

Chién luoc (Strategy)
N&n tang cua rui ro. Kién
truc sai = Bao mat vo nghia.

=
= ) Nolnbedg.M




Ir

Chién luoc & Kién tric Doanh nghiép (Enterprise Architecture - EA)

Vai tro cua EA: Dam bao CNTT ho tro truc tiép
cho muc tiéu kinh doanh. Céac khung phdo bién:
TOGAF, Zachman.

Lq trinh Cong nghé (Roadmaps): Du bao thay
doi, tranh dau tu vao cong nghé “chét” (Legacy
systems).

L Lol ¢+
(r;—" o TR [ L o
L ww oy
; FEpy TOPE

=

Su léch pha (Misalignment): Giai phap CNTT
khong giai quyét duoc van dé kinh doanh.

No ky thuat (Technical Debt): Chi phi duy tri
hé théng c, thi€u bao mat.

Shadow IT: Khi EA qua cirng nhac, céac bo phan
tu y trién khai céng nghé ngoai tam kiém soaét.

\':L |
=

!
£ NotebookLM




Quan ly Van hanh: Phan ciing & Chuoi cung ing

FES

= |

Quan ly Tai san (Asset Chuoi cung trng (Supply Bring Your Own Device
Management): Chain): (BYOD):

- Ban khoéng thé bao vé nhimng gi - Rui ro tU bén thi ba (Third- - Lai ich: Linh hoat, tiét kiém.
- Rui ro: Thiét bi khong duoc kiém - Méi de doa: Phan cung bi cai (Data Exfiltration) trén thiét b
ké (Unmanaged assets) 1a diém mu. cam ma doc tlir nha san xuat. ca nhan.
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Ung dung: Xac thuc dau vao dé tranh
SQL Injection. Ap dung Dac quyén toi
thiéu (Least Privilege).

>

(End-of-Life). Can c6 lap mang (Network

Hé thong ké thira (Legacy): Ngirng ho tro fl>

segmentation) néu khong thé thay thé.

Hé diéu hanh: RUi ro 16 hong chua va
(Unpatched) va cau hinh méac dinh
khong an toan.

>

Quan ly Van hanh: Hé diéu hanh & Ung dung

Applications & Data

Middleware / Database

Operating System (0S)

R\




Kién tric Mang & Bao mat Puong truyén

Perimeter Defense Zero Trust

(a)

-

Firewall

Vanh dai truyén thong. - Identity-based Verification.

L B ____ B B ____ I

Cau tric mang (Topologies): Star, Bus, Mesh anh hudng dén tinh san sang. Can tranh Piém I6i
don (Single Point of Failure).

Thiét bi bao mat: Firewall, IDS/IPS, Proxy, DMZ.

Xu hudng Zero Trust:

- Nguyén tac: “Khong bao gio tin tudng, luén luén xac thuc” (Never trust, always verify).

- Ly do: Lam viéc tur xa va Cloud da xéa nhoa vanh dai mang.




Ao hoa & bién toan Pam may (Shared Responsibility)

Ao héa: Rui ro 'VM Spraw!
(tang trudng may ao khong
kiém soat).

Mo hinh Trach nhiém Chia se:
- laaS/PaaS/SaaS xac dinh ai
quan ly 0S, Ung dung, hay D
liéu.

- Insight: Ban c6 thé thué ngoai
ha tang, nhung khong thé thué
ngoai trach nhiém giai trinh
(Accountability).

On-Prem

Applications
& Data

Middleware /
EIELERS

Operating
System (0S)

Virtualization

Servers

Storage

On-Prem

Networking S s

laaS

Applications
& Data

Middleware /
BEIELERS

Operating
System (0S)

Virtualization

Servers

Storage

Networking

laaS

25%

PaaS

Applications
& Data

PaaS

. Customer Manage . Provider Manage

SaaS

Data Access
& User Mgmt

Applications
& Data

Middleware /
Database

Operating
System (0S)

Virtualization
Servers
Storage

Networking

A\




Vong doi Phat trién Hé thong (SDLC) & Quan ly Du an

Security Checkpoints

Operate | Test

Deploy

Waterfall vs. Agile: Waterfall don kiém thir vé cudi (rdi ro cao). Agile nhanh nhung dé bé qua quy trinh.
Nguyén tac Shift Left: Tich hgp bao mat tir giai doan thiét ké. i
Rui ro Du an:

- Scope Creep (Pham vi phinh to).

- Thiéu su tham gia cua cac bén lién quan.

- Can kiét ngan sach trude khi trién khai kiém soat bao mat.




N

Quan ly Vong doi Dir liéu (Data Lifecycle Management)

¥ Rui ro ma hda kém.

()

105

Phan loai Dir lieu
. < | (Classification):
| ~\ Yéu cau tién quyét.

Rui ro phuc hoi di liéu gp

(Data Remanence). Y Rui ro mat kiém soat (DLP).

Quyén riéng tu: Tuan thu GDPR/CCPA cho dir liéu ca nhan (PII).

N




Kha nang Phuc hoéi: BCP vs. DR

Disaster Event
RPO (Su kién Tham hoa) RTO

(M4t bao nhiéu di liéu?) (Ngung tré bao lau?)

System Restoration
(Khoi phuc Hé thong)

BCP (Business Continuity): Duy tri kinh doanh.
DRP (Disaster Recovery): Khoi phuc CNTT.

RPO (Recovery Point Objective): Chap nhan mét dif liéu toi da (lién quan dén Backup).
RTO (Recovery Time Objective): Thoi gian ngirng hoat dong toi da (lién quan dén du phong).

Rui ro: Khoang cach gilra ky vong Availability cua doanh nghiép va nang luc thuc té cia CNTT.
WV =11
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Cong nghé Méi noi: Két noi Van vat (IoT)

F % -2
Sy
i
-

* Internet of Things (loT): Thiét bi nang luc xr ly thap, kho cai agent bao mat.

_« Rui ro chinh: Mat khau méc dinh, Firmware cii khong dugc va.

» Ma rong bé mat tan cong: Mai thiét bi 1a mot diém tham nhap tiém nang.

» Shadow IT: Thiét bi duoc lap dat bai bo phan Facilities ma khong qua CNTT kiém duyét.

l— £ NotebookLM




Ccong nghé Méi noi: Al & Dit liéu 16n (Big Data)
Black Box

Algorithm /

Al Model

Generative Al: 1
- Ri ro liém chinh (Integrity): “Ao giac” (Hallucinations) va Thién kien (Bias).
- Deepfakes: Tan cdng phi ky thuat (Social Engineering) bang gia mao danh tinh.

Big Data:

- Rui ro tap trung (Aggregation Risk): Gom tu dii liéu tao thanh muc tiéu gia tri cao cho tin tac. :

- Théch thiic kiém soat khdi lugng di ligu khong 16.

A NotebookLM



Cong nghé M¢i noi: Blockchain

Ban chat: S0 cai phan tén (Distributed
Ledger), Bat bién (Immutable).

- Ung dung: Hgp ddng thong minh
(Smart Contracts), Chudi cung ung.

Goc nhin Rui ro:

- Tinh toan ven: Rat cao, khd lam gia.

- Kha nang stra 16i: Hau nhu khong thé
dao ngudc giao dich sai.

- M4t tai san vinh vién.

- Quan ly khoa: Mat khoa tu (Private Key)

M

' A Note



Danh muc Kiém tra cho Chuyén gia Rui ro (Checklist)

Nhan dién (Identlfy) Pa kieém ké day du tai san
phan cirng, phan mém va luéng dir liéu chua?

Panh gia (Assess): Cong nghé co phu hop vdi muc
tiéu kinh doanh (Alignment) khong?

Du bao (Forecast): Da xem xét rui ro tir Al, loT va
Shadow IT chua?

Két noi (Cunnect) Pam bao RTO/RPO ctia CNTT khdp & 9 ._
vai yéu céu cua BCP. rmf-@

®
Vong doi (Lifecycle): Bao mat cd dugc tich hop vao
D\{ SDLC va mua sam khong? Ko\




Két luan: Quan tri trong Mo6i truong Bién dong

Toc do An toan
(Speed) (Safety)

Cong nghe thay doi lién tuc, nhung nguyen tac quan ly rui ro
van gilr nguyén: Nhan dién -> Danh gia -> Phan hoi.

= - RUi ro cong nghé Ia rui ro kinh doanh.
- Thach thirc khong phai la cong nghé mai, ma la su tich hop an toan.

= - Thong diép cudi: Chuyén dich tir nguoi néi "Khong" sang ngudi kién tao
giai phap "Lam thé nao dé an toan".
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T N T T k et
+- +
Cac Nguyen Tac An Toan Thong Tin
CRISC® Official Review Manual - Chapter 4, Part B
: & Hudng dan danh cho Chuyén gia Quan ly Rui ro R :

I A B |
| | RN

_I_
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Moi Giao Thoa Giira Rui Ro CNTT
E An Ninh Thong Tin

0

——!| Quyétdinh
~.v | (Management)

Khau vi Rui ro
(Risk Appetite)

G

Quan ly Ruiro

Hiéu qua
(Effective Risk )
: 2 Management B
Muc tiéu g Kiém soat 027
K{Il"lh doanh An ninh ¥ 000| |=
~ (Business (Security (7 =y
.. Objectives) Controls) /" b Thue thi
\ // (Operations)

« An ninh thong tin |a viéc bao vé
thong tin va hé thdng khoi cac su
kién rui ro.

» Bién phap kiém soat (security
controls) duoc trién khai dua trén
danh gia rui ro (risk justification).

RUi ro an ninh théng tin khéng chi 1a van
dé ky thuat. Néu rui ro dugc dinh lugng
kém, céc bién phap kiém soét cé thé bi
thiét ké sai, gay lang phi tai nguyén hoéc

tao ra cam giac an toan gia tao.

/

Izvimis
i t"-.'\"-.
=l e | e

i
16:8

|
|
Dnesst | [T YOR (1% 48
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M5 Hinh CIA Triad va Tinh Khéng Thé Chéi B6

Tinh Bao mat (Confidentiality)
Ngdn chan tiét 10 trai phép. Need-to-know.

Tinh khong thé chadi bo (Nonrepudiation)
Lién két xac thuc hanh dong vdi nguoi diing.

Tinh Toan ven (Integrity)
-~ Ngan chin stra ddi tréi phép. D chinh xéc.

Tinh San sang (Availability) ./
Truy cép tin cy va kip thoi.

Tang cudng tinh bAo méat qué mirc ¢ thé [am gidm tinh sén sang hogc hiéu néng hé thdng. Ngudi quan Iy rdi ro

phai can bang 3 yéu to nay dua trén nhu cau kinh doanh thuc té, khong phéi dua trén su hoan hao vé ki thuat. s

£ [Pea

i 16:8
e :
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Kiém Soat Quan Tri: Uy Quyén va Phan Chia Nhiém Vu

Tham dinh hé thong (System Authorization) [~ Gée nhin Chuyén gia

NP gfiln e ]
Quy trinh chinh thirc danh gia an ninh va IO
chap nhan rui ro trudc khi hé thong di vao R
hoat dong (C&A/A&A). nho thiéu nhan su dé
thuc hién SoD day du, bat = | L.
budc phai ap dung ‘bién
phap kiém soat bu dap’
(compensating controls)
nhu tang cuong giam
sat hoac ra soat ra
soat nhat ky (log review).

r =

-1
L
Y
™
Kl

Phan chia nhiém vu (SoD)

Phan ly chia nhiém vu va dan
hoan vé ndi gian ham tap.

> Muc tiéu: Ngan chin su thong dong (Collusion) va gian lan. r
Developer khong dugc phép deploy code truc tiép vao Production. ——
=

...... . e Fi £ NotebookLM
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Khung Kiém Soat Truy Cép: M6 hinh IAAA

, — = r— S — , o o - :
— | | - | | | r ~
j - —— 1pi54
O -
|| o .L fm N ik -
: ; f_\'} [:— I—TZ/& Q = P - | : g; ma-.\ i
’ _l \1 - ?.:3 .: Hi___....--' > C — 1:
1. Dinh danh 2. Xéc thuc 3. Cap quyén “( 4. Trach nhiém gidi trinh
> (Identification) > (Authentication) > (Authorization) > (Accountability)
Nguoi dung tuyén bo Hé thong xac minh Hé thong cap quyeén Ghi nhat ky (Logging)
danh tinh (User ID). danh tinh (Password, 0 dyatrénvaitro - dé truy vét hanh dong. -
/) Token). / (Read, Write). J/ /

)
1G9

o ['m-n TOF G5 AR
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Co Ché Xac Thuc va Nguyén Tac Pac Quyén

3 Nhan to Xac thuc (The 3 Factors)

e B
| 2 : M
: e o ' 2&
, VI : ]
. Something you have : Something you are
Piéu ban biét ! Piéu ban c6 : Sinh trac hoc
(Password, PIN). ' (Token, Smart card). ' (Van tay, khudn mat).

: S Nguyén tac Pac quyén Toi thieu (Least Privilege)
Chi cap quyén han & mrc t6i thieu cén thiét.
@ - Thu hoi ngay khi khdng con nhu cau.

Mat khau tinh la diém
yéu Idn nhat. MFA I3
bién phap giam thiéu
ri ro hiéu qua nhat dé
chong lai viéc chiém
doat tai khoan.

-

[
1G:8

TOFEEAF

o 2
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Co Ban Vé Ma Héa: Doi Xirng va Bét Dai Ximng —

Ma héa Bat doi xirng (Asymmetric)
E ] |‘ ] I‘E_I [ o |
2- ? -~ 70
L J L ® J | =]

[Plaintext] [Pubhc Key] [Clpheﬂext] [Private Key] [Plaintext]

Ma hoa Pai xirng (Symmetric)

r‘j —| - = I_'_I I"j_l
| N

[Plaintext] [1 Key] [Clphertext] [1Key] [Plaintext]

Pros: Cons: Pros: Cons:
e Toc dd nhanh,xtrly e Khd phén phoi khda e An toan, ho trg tinh e Toc do cham, tén
dir liéu Ion. an toan (Key khong thé choi bo, tai nguyén.
distribution). dé ma rong.

I
I
i
i
I
I
I
I
i
|
i
I
I
I
|
I
I
I
|
|
l
|
i
I
|
I

N7z i 10:6
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B P A

Toan Ven Dir Liéu va Chir Ky So

Ham Bam (Hashing) _L__ L L L
s : ﬁ ii”*""f"* \Riiro @
Z | oA > Hash 123 | Thuat toan mét chiéu R o
—p [Algorithm] ki€ém tra tinh toan ven Chir ky sé cung ‘
Data A [ Hashogg |  (Integrity check). cap bangching |
(modified) | phap ly manh mé,

thiét yéu cho

Chir Ky So (Digital Signatures) gihaiﬁhdﬁhhtg;

8——* Message 4>| Hash I—N Encryptl dong dién tu.
i —>| Message‘

Sender T
Sender's Private Key

Digital |

Signature |

[

Pam bao 2 yéu to:

» Tinh Toan ven (Integrity): D{ liéu khong bi stra doi. — :
L Tinh Khong thé chéi bo (Nonrepudiation): Ngudi giri khdng thé phu nhan. i ( } .
Date: 10:9 | YOESS Al
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G il A o AR ol i | L /‘_\\
Ha Tang Khoa Cong Khai (PKIl)
Céc khai niém cét I5i: b  Danh shch |
Authority (CA) : t?é’Rth)" A Gocunin Ruliogeer )
CA:Bénthibatincay ~—  ———g———— = ===-==--= " | Quan Iy Khéa (Key
phat hanh chung thu. l- Management):
ST istrati | N&umétkhoa rié
 Comptrt o, et BB Lo
khoa cong khai véi i | sang). |
danh tinh. | Néulgkhéariéng= |
, ¢ ¢ Hé thong sup do |
—» CRL: Danh sach (Rui ro Bao mat).
® chung thu bi hiy bo. 8 1%
= —
Digital Digital Digital I '
Certificates  Certificates  Certificates ( f
Date: 10:9 | YOESS Al
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6 VA A

ol S aeh el Ll L L Ll T
Yeu To Con Nguoi: Nhan Thuc va Pao Tao /@
~ Mat xich yéu nhat (The Weakest Link)  Muc tiéu Dao tao - '

~ Ké tan cong chuyén hudng sang con nguoi Thay ddi hanh vi,
khi cong nghé trd nén khé xuyén thung. khong chi cung cap

| Bl ly thuyét.
-+ Ky thudt xa hoi (Social Engineering) / Phishing. 1

Phishing Nhén dién dau hiéu
Y Email = (* I T Ilradao.
| -8R aE Xay dung TBUCTUONG 1y, man Firewall
~ Social  Vulnerability \* p ltra con nguoi ]
| ~ Engineering || _ (Human FII'EWEI"). il ) |
- st . ? . of » A — 1 e D __-I i -
B Goc nhin Riiro & Su thiéu hiéu biét cua nhan vién la mét 16 hong (7 e _
_. 5

bao mat khong thé va bang phan mém. (
Date: 10:9 | YOESS Al
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s LT L LS d " [ L] I I | /-f__ﬁ\\.
5 Quyen Rieng Tu Du Lieu: Gioi Han Moi ,
~ Confidentiality (Bao mat Privacy (Riéng tu 4 T—
é ; y,( 1 ) v g ) " Goc nhinRiiro @&
. Bao vé dir lieu khoi truy cap quen cua chu thé (Data Subject) -
L trai phép. kiém soat cach thong tin cua ho Vi pham quyén
duoc st dung. riéng tu mang lai
| ruirophaply
khong lo
Nguyén tac Cot 10i (GDPR) (Vi du: Phat tGi 4%
doanh thu toan
0 V0% —| cau thio theo
o © ¥y =
Tinh minh bach Gidi han muc dich T6i thieu héa di liéu |
(Transparency) (Purpose Limitation) ~ (Data Minimization) IT/ 8
Date: 10:9 | YOESS Al
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[—J_- | Lrgr 'l P

Co Ché Bao Vé Quyen Riéng Tu

Su Dong Thuan (Informed Consent)

‘ | Chthé phal dong y ro rang
@ va c6 quyén rat lai dong thuan.

T oSS L#TTF

Dénh Gia Tac Dong (PIA)

J Xéc dinh rui ro riéng tu trudc
N khi thu thap dir lieu méi.

|

Toi thi"e’u hoa (Minimization)

Chi thu thap dir liu thuc SU’
can thiét cho muc d ich. |

Huy Dir Liéu (Destruction)

can thiét.

G6c nhin Riiro @

Huy an toan khi khong con

P o . NN

- & "|. % ? et e N -~ Sy s o _|
Dit liéu |a tai san, nhung luvu trir di liéu khong can thiet [
bién no thanh tiéu san (liability) va tdng bé mét tan c%':‘mt_:j._I

Date: 10:9 | YOESS Al
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= [ | L e gl 7lr

Quan Ly Rui Ro Trong Boi

Canh Quyén Riéng Ty —(©),

Buc ("Tich tham")

Encryption &

Access Control

Privacy Compliance
(Tuan thu)

T

Data at Rest & Data

in Transit Protection

1) Tich hop: Ap dung kiém soét an ninh d& bao vé quyén riéng tu.

9~ Vai tro: Tham van Chuyén gia Quyén riéng tu (Privacy Officer) hodc Phép ché.

~ Goc nhinRiiro ©

Rui ro tuan thu la
bién so dong.

Cac quy dinh phap
luat thay doi lién
tuc theo khu vuc
dia ly.

[7 n

S5 m—y 1

o

[
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Vi A 8l

5 ' Tong Hop Danh Cho Chuyeén Gia Rui Ro /—@

01. Can bang CIA: An 02. Ma héa: Cong cu
ninh lasucanbang, [ g manh m& nhung ton kém ta
khong phai tuyét doi. nguyén va phc tap quan ly.

f@ 03. Con ngudi: Dio 04. Quyén riéng tu: Yéu
8 tao la bat bugc déva td song con, khdng chi

:,.-""I

I \H -

6 hdng con nguoi. |4 tudn thd phap ly.
! Rdi ro CNTT phéi dudc quan ly dé ho trg muc tiéu kinh doanhmh i .
IL khong phai de can trg no. _Jg D( 109 YOESS Al
S SE—— =S —— p— ate: 10:9

&1 NotebookLM



LEEEVEREREEEE R e b e e e e en e e e en e ek b eveerny III! FEEEEEVERER R R et e e e e e e e eev e e e e e el |||||IIIIIIIIIIIIIIIII FECCERTERER TR RE e r IIIIII.IIIIHIIIIII iIIIIIIIIIIIIIIIIIIIHIIII|

|[IIIlII|II|rlIIIIIIIFIlIHl]l|I|I||||H]III|1IIlllI|l[I|IITtIIIIfI||5I|I||IIlIII|JIJ|||'|II|’ilI!I|||III|IIF|II||[II|II |

|_logs & Lik

TR TH]

Bao mat: Bao vé thong tin thu
dudc trong qua trinh [am viéc.

' {@J Nzng luc: Duy tri hoc tap
N lién tuc.

O

A2

ISACA
./ CRISC

Pao Dic Nghe Nghlep & Buoc Tiép Theo /—@

Pao Dirc Nghé Nghiép ISACA

Khach quan & Can trong: Thuc
% hién nhiem vu chuyén nghiép
(Due dlllgence)

Btruc Tiép Theo

L, Ap dung kién thic Chudng 4
~vao xac dinh Kich ban Rui ro
~ (Risk Scenarios).
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